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Whatôs recently been added to the manual? 
¶ Updated application screenshots. 

¶ Clarified notes on using filters. 

¶ Updated Java requirements. 

¶ Updated firewall information. 

¶ Described how to use the Element Mixer Filter. 
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1 Using the DICOM Switchboard 
As you integrate various medical devices that use the DICOM protocol to communicate with each 

other, situations may arise in which some of the data being sent from the source to the destination is 

not entirely correct in some way ï it may need to be in a different format, is expected in a different 

DICOM tag, or some other problem may need to be corrected.  The DICOM Switchboard can help in 

many of these situations by filtering the data as it is sent from the source device to the destination 

device.  In addition, the DICOM Switchboard provides a state-of-the-art DICOM protocol monitoring 

capability that can assist you in diagnosing DICOM connectivity issues. 

To do these tasks, the DICOM Switchboard is interposed between the source and the destination 

devices, and any communication between the two devices goes through the DICOM Switchboard. 

 

 

Figure 1 ï DICOM  Communication with Filtering  Diagram 

 

The source device (e.g., the modality) is configured to send its DICOM data to the DICOM 

Switchboard, which is configured to forward the filtered data on to the destination device (e.g., the 

archive).  Note: it is possible that the DICOM Switchboard could be installed on the same box as the 

source device, however this is not required; the DICOM Switchboard could be on another box entirely 

or even on the destination host itself. 

The DICOM communication between the source and the destination goes through the DICOM 

Switchboard.  The source is configured to send to the DICOM Switchboard.  The DICOM 

Switchboardôs Mapping Rules ï configured by the user ï tell it where to send any data it receives; 

these rules would normally be set to forward the data to the destination.  You can create filters that 

the DICOM Switchboard will use to modify the data received, and then the DICOM Switchboard will 

send or forward the data on to the destination.  The DICOM Switchboard has the capability to handle 

many different mapping and filtering scenarios simultaneously. 

Note that the DICOM Switchboard is not a ñnetwork packet snifferò, passively listening for 

communication on the network but not actively participating in it.  The Switchboard is an active 

participant in any DICOM communication that goes through it.  You configure your SCU to 
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communicate with the Switchboard, and the Switchboard is configured to communicate with your 

SCP.  To put it another way, the actual SCU thinks that the Switchboard is the target SCP, while the 

actual SCP thinks that the Switchboard is the desired SCU. 

 

[ SCU ] Ÿ [DICOM  Switchboard] Ÿ [ SCP ] 

 

The SCU communicates to the SCP via the DICOM Switchboard; the Switchboard acts as the SCP to 

the SCU and as the SCU to the SCP.  The mapping rules tell the DICOM Switchboard where it should 

send the messages it receives ï some can go to one place, and some can go to another.  Only by 

being an active participant can the Switchboard modify and filter the DICOM data. 

Note also that the DICOM Switchboard is not a store-and-forward device ï the DICOM data is never 

physically stored by the DICOM Switchboard, it is just held in memory long enough to be filtered, 

and then it is sent on to the destination. 
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2 Overview: Basic Steps to Implement DICOM Monitoring and 
Filtering 

Follow these steps to set up the DICOM Switchboard to monitor DICOM transactions and to filter 

DICOM datasets: 

 

1. Install the DICOM Switchboard on the desired system.  This could be the source host, 

destination host, or some other host, but it must be network accessible to the source and 

destination devices. 

2. Configure the Switchboardôs various communication settings using the ñConfigure 

Switchboardò option from the Switchboard Operations Window.  You may need to 

modify your firewallôs configuration for open ports and allowable applications ï this can 

include communication with the Switchboardôs web server as well as with the 

Switchboard itself. 

Chapter 7 Configuring the DICOM Switchboard has detailed information. 

3. Set up the filters required for modifying data, if any. 

Chapter 8, Filters and Filter Sets, has a guide to the filters available and how to configure 

them to do what you want 

4. Set up the mapping rules for the DICOM Switchboard.  If necessary, associate filters with 

each mapping rule. 

Chapter 9 Switchboard Mapping Rules describes how to create the mapping rules. 

5. Configure the source to send to the DICOM Switchboard. This may require setting 

permissions in the source host to allow communication with the Switchboardôs host and 

AE-Title. 

6. Configure the destination to accept from the DICOM Switchboard, if required. 

7. Test the setup to confirm that data is following the desired path and is being filtered as 

intended. 
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3 Installing the DICOM Switchboard 
 

Note: The DICOM Switchboard is used primarily on Windows platforms, but it is available for Linux 

users as well.  Most of the steps to operate the DICOM Switchboard will be the same on all platforms, 

but some steps may vary for Linux; these exceptions will be noted throughout this document. 

 

3.1 Requirements: 

Before completing your install of the DICOM Switchboard, make sure you have the following 

applications installed and configured on your system.  Most of these components are included on the 

DICOM Switchboard installation CD or can be freely downloaded from the Web.  As noted below, 

the DICOM Switchboard Installer will check your system for these prerequisites and offer you the 

option of installing any that are not already installed. 

 

¶ Software 

The DICOM Switchboard is normally provided for installation on Windows XP, but 

can be supplied for a variety of popular platforms, including various Linuxes. 

 

¶ Hardware 

Hardware that supports the underlying operating system should be sufficient for 

running the DICOM Switchboard.  Increased memory and multiple network cards 

(NICs) can improve application performance. 

A recommended system configuration can be seen on the Switchboard product page 

of the Laurel Bridge website:  http://www.laurelbridge.com/switchboard.html. 

 

¶ JRE ï Java Runtime Environment (or the Java SE SDK) 

http://www.java.com 

Recommended version: 6 Update 2 

You should use the 32-bit (x86) Java when running on Windows; if you are using 

Linux, use the Java suitable for the operating system and request the appropriate 

version of the Switchboard for that OS. 

The Java plug-in included with the JRE is needed to use the Switchboardôs applets in 

your web browser. 

Note:  You must download and install JRE 6 Update 10 or newer if you are using 

Firefox 3.6+ in order for the applets to work. 

 

http://www.laurelbridge.com/switchboard.html
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¶ .NET Framework 

Recommended version: 2.0 

The DICOM Switchboard is built from ñDCF for .NET 2.0ò, and as such it requires 

some .NET components that may not already be installed on all systems.  (This is not 

required for Linux releases.) 

 

¶ Apache web server 

http://www.apache.org/dist/httpd/ 

Recommended version: 2.2.16  

See Appendix F:  Section 3, Using Apache 1.3 on Linux for help in compiling 

Apache 1.3 for Linux if you want to use that version. 

 

¶ Perl 

Recommended version: 5.8.6 

Perl will automatically be installed by the Windows installer; Linux users should 

install it manually as one of their Linux installation options, or by downloading and 

building the appropriate version and making sure that Perl is in the PATH. 

 

¶ Web browser 

You must also have a web browser installed in order to control the DICOM 

Switchboard via the Web and to use its applets to monitor the data.  It is 

recommended that you use a modern browser, such as Internet Explorer (v.5 or later) 

or Firefox (v.3 or later); older browsers may have issues with support for Java and the 

Java plug-in. 

Almost any standard web browser can be used to control the DICOM Switchboard and 

its operations.  This is done via applets (using the Java plug-in), CGI scripts, and 

standard web pages with JavaScript.  Note that JavaScript must be enabled in order to 

use the pages properly.  Due to differences in the implementation of JavaScript in 

browsers, some older browsers may not be able to display the pages correctly (for 

example, older versions of Linuxôs Konqueror browser). 

The DICOM Switchboard has been tested successfully on the following browsers: 

- Internet Explorer 5 and later on Windows 

- Firefox (Mozilla) 0.9 and later on Windows 

- Netscape 4.79, 6.2, 7.0, 7.1 on Windows  

- Firefox (Mozilla) 0.9.2.1 on Redhat Linux 

- Netscape 4.78 on Solaris and Redhat Linux 

Note:  If you are using Firefox 3.6 or newer, you must download and install Java 6 

Update 10 or newer in order for the applets to work. 
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¶ Adobe Acrobat 

Some supplementary documents in the DICOM Switchboard are PDF (Portable 

Document Format) files.  Adobeôs Acrobat Reader is not necessary to the operation of 

the DICOM Switchboard, but it is provided for viewing these documents.  If you 

already have a version of Adobe installed on your target system, it should not be 

necessary to install the version supplied on the DICOM Switchboard Install disk. 

 

The DICOM Switchboard Installer ï Setup.exe ï will check your system for any prerequisites that are 

not installed and offer you the option of installing them. 

 

Figure 2 ï Selecting the Prerequisites to Install  

 

You may wish to note where these applications are installed, as you will need to know this 

information in Step 4) (below) of the installation process described in Section 3.3. 

 

3.2 Notes on Installing Apache 

If you install Apache with the DICOM Switchboard, you can choose to install it as either a service 

(for every user) or to start manually (for the current user) ï see Figure 3 below.  In manual mode 

Apache is automatically started for you whenever you start the DICOM Switchboard.  If it is installed 

as a service, the Switchboard can still start Apache correctly for its own use ï note that this is not the 

same as configuring Apache to run as a service for the Switchboard.  Apache ï when installed as a 

service ï can be configured for the Switchboardôs use to be started automatically or manually. 

It is preferred that Apache be installed to start manually, but this is not required.  Apache can be 

installed to start manually, and the Switchboard will be configured separately, including the option 

to start Apache automatically for the Switchboard only (see Figure 4 below).  See section 3.4.1 

below and Chapter 15, DICOM Switchboard Web Server and Appendix F:  Additional Information on 

Apache, Section 1: Configuring Apache to run as a Service for more information. 
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Figure 3 ï Installing Apache 

 

 

3.3 Installing the DICOM Switchboard 

Please note that you should be logged in as the Administrator (or a user with Administrator 

privileges) when installing the DICOM Switchboard ï otherwise the system may not be able to access 

all the system resources it needs when installing and operating.  (See the note at the end of this 

section for information on how user permissions can affect the ability to access the Switchboard.) 

If you have a previous version of the Switchboard installed, you should uninstall it before installing 

the new version of the Switchboard.  (See Chapter 3.6 for help if you are upgrading to a newer 

version of the Switchboard.) 

Follow these instructions to setup your system to use the DICOM Switchboard. 

1) Install the DICOM Switchboard and its support software by running Setup.exe. 

(To only install the DICOM Switchboard software and not the support software, run the 

separate Switchboard installation program, Install_Switchboard.exe.) 

The installer will attempt to determine if necessary software, such as Apache and Java, are 

installed on the computer.  If their presence cannot be confirmed, you will be asked if you 

wish to continue with the installation.  You may choose to continue installing the DICOM 

Switchboard and then install the other necessary software later, or you may cancel the 

Switchboard installation to install the necessary support software first. 

2) You will be prompted to choose a directory for the install, for instance, ñC: \ Program 

Files \ DICOM Switchboard ò.  Enter the desired directory in the dialog box, or select 

whatever directory you prefer. 

Note:  If you are installing on Windows Vista, Windows 7, or Windows Server 2008, you 

may need to disable the UAC (User Access Controls) in order for the DICOM Switchboard to 
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be installed correctly.  It is also recommended that you choose an alternate installation 

directory, such as ñC: \ home\ DICOM Switchboard ò instead of ñC: \ Program Files \ DICOM 

Switchboard ò. 

3) The DICOM Switchboard and its associated software require a valid run-time license to 

operate correctly.  The license installation key is typically downloaded and is stored in a file 

named with the ñ.keyò extension, e.g., 

 DSB-3.2.0c-DM-company-site-host-YYYYMMDD-xx.xx.xx.xx.xx.xx.key 

 

Press the ñéò button to select the license key file to use and then press the ñNextò button to 

continue with the installation. 

4) Please enter the paths of necessary resource components such as Java and Apache (shown in 

Figure 4 below).  You may browse your computer to locate these components by pressing the 

ñéò button next to each box.  Select a port for the Switchboardôs Apache Web server to use 

(be sure another application is not already using this port).  You may choose to install the 

DICOM Switchboard as a Windows service, if you wish for the Switchboard to be started 

when you start Windows.  If you are installing the DICOM Switchboard as a service, you can 

also optionally choose to configure the Apache web server as a service. 

 

Figure 4 ï Configuring the Switchboardôs Resource Locations 

 

Note:  The Apache port that you select here is used to control the DICOM Switchboard via its 

web interface.  The Switchboard has a separate port that is used for communication with 

your PACS and your modalities ï this is configured after the DICOM Switchboard is installed 

(see Configuring the DICOM Switchboard in Chapter 7 below). 

5) After verifying the configuration data, the installer will copy the DICOM Switchboard files to 

your system and then configure the Switchboard and set up its system environment.  These 

configuration steps may take a few moments, so please be patient as you wait for the setup 

commands to finishé 
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6) You may have a license that requires activation before you can use the Switchboard.  If this 

is so, you will be given the option of activating the license during the installation ï you can 

also choose to activate it later, via the Windows Start menu.  If you choose to activate it now, 

you will see the License Activation Utility ï fill out the fields and press the ñActivateò 

button.  Once the license is successfully activated ï or if you change your mind and want to 

activate the license later ï exit the utility by pressing the Exit button.  The installation will 

continue.  (See section 13 License and Activation for more information about activating your 

license.) 

7) The installation will prompt you to reboot the computer.  The computer must be rebooted in 

order for the operating system environment changes to take effect. 

Figure 5 below shows the structure of the directories that are created when you install the DICOM 

Switchboard.  This can help you if you need to edit a configuration file manually for advanced 

applications of the DICOM Switchboard. 

Note on User Permissions:  When you install the Switchboard, you should do it as Administrator or 

a user with administrative privileges so that it can access the various system resources it needs.  

After that, when the Switchboard is running, anyone can access its web page, subject to whatever 

restrictions you may choose to place on the Switchboardôs web pages (see Appendix F:   

Authenticating Access to Switchboard Web Pages for information on doing this). 

If you logout of the computer and then a different user logs in, he may or may not be able to access 

the Switchboardôs Start menu options and to start or stop the Switchboardôs web page.  If the user 

does not have administrator-level permissions, she will probably not be able to start Apache or the 

Switchboard.  If the user does have administrative privileges, he probably will be able to access the 

Switchboardôs Start menu but still may not be able to start Apache or the Switchboard. 

This can depend on the OS version and the permissions assigned to each user.  For example, with 

Windows Vista and Windows 7, the permissions assigned to users and groups are so restrictive that 

only the user who installed the Switchboard can start it.  Windows XP is generally less restrictive 

and so might allow a different user but with administrator privileges to start the Switchboard. 

You can also change the permissions assigned to a user for accessing a directory or even add a user 

to let him/her access it.  (See your OSôs instructions for help on how to do this.)  In such a case, you 

should give the user permissions to read, write, and modify files in the Switchboard directory and in 

all its subdirectories; this will allow the Switchboard application to create the necessary files (such 

as log files) required for it to operate. 

 

3.3.1 Installing the Switchboard on Linux 

The installation steps are described fully in the file README.linux.Switchboard_setup.txt; they 

are summarized here. 

1) Go to the directory where you wish to install the DICOM Switchboard, e.g., /opt . 

2) Extract the DICOM Switchboardôs files from the ñtarballò: 

tar xzvf Switchboard - 3.2.0c - linux.tgz  

3) Change (cd) into the Switchboardôs installation directory, e.g., /opt/DSB - 3.2.0c , and edit 

the app_platforms.cfg file, setting the values as appropriate.   
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For example, DCF_ROOT should be set to the directory where you installed the 

Switchboard; JAVA_ROOT and JAVA_BIN should be wherever you have already installed 

the Java Runtime Environment (JRE), and similarly for Apache.  Be sure to uncomment and 

set the value for the APACHE_MODULE_DIR. 

Note:  APACHE_ROOT  is the directory where Apache is installed; it should have 

subdirectories with the Apache modules, configuration files, etc.; this could be, for 

example, ñ/opt/apache - 2.2.16 ò.  APACHE_BIN  is the directory where the 

Apache executable ï usually called ñhttpdò ï can be found; this directory may simply 

be found under the APACHE_ROOT directory, but this is not necessarily true on all 

versions of Linux.  APACHE_MODULE_DIR  is the directory containing any 

Apache modules that are used; this is often ñAPACHE_ROOT/libò or 

ñAPACHE_ROOT/libexec ò. 

Set the value for LD_LIBRARY_PATH to be the directory where the standard C++ link 

libraries are.  (The Switchboard is built with GCC 4.1.0 [4.4 on 64-bit Linux], so the 

LD_LIBRARY_PATH is the directory where the GCC libraries are located.) 

Select a port for the Switchboardôs Apache Web server to use (be sure another application is 

not already using this port). 

Note:  You should select the section to edit based upon the version of the Switchboard in use 

and the Linux OS it is using.  Select ñLinux_9_x86_gccò if you are using 32-bit Linux with 

GCC 4.1.  Select ñLinux_11_x64_gccò if you are using 64-bit Linux with GCC 4.4. 

4) Install your key file by copying it as follows: 

cp <keyfile> cfg/systeminfo  

Note that you must already have gotten your license key file from Laurel Bridge Software ï 

for example, e-mailed from LBS or downloaded from the LBS license site. 

5) From the installation directory (instdir), run this command to set up the Switchboardôs 

configuration files and environment (substituting the appropriate value for ñinstdirò): 

perl bin/d cfsetup.pl - zip - web - noprompt  

- platform_file_name app_platforms.cfg - envfile dcf.env  

- dcf_root=<instdir>  

ïplatform_name Linux_9_x86_gcc  

- jar_cp=<instdir>/classes/LaurelBridge.jar   

Note: Specify as the platform_name the name of the section that you edited in the 

app_platforms.cfg file in Step 3 above. 

6) ñDotò the dcf.env file to set the environment.  ( . ./dcf.env  ) 

7) Update the Switchboardôs configuration files for your environment: 

perl bin/update_cds.pl - f  

Note: You may need to add ñwriteò permissions to the ñcfgò and ñtmpò directories, among others, in 

the Switchboardôs installation directory since Apache usually runs as ñnobodyò, with limited 

permissions.  This depends on who the Switchboard is set to run as and the permissions of the 

Apache web server.  However, if the Switchboard and Apache are configured to run as members of 
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the same group, you may not need to grant ñuniversalò write permissions to those directories ï just 

grant write permissions to those users and that group, e.g., ñ-rwxrwxr--ò. 

Note that when using the DICOM Switchboard on Linux, most commands will need to be run from a 

command terminal that has the Switchboardôs environment set by ñdottingò the dcf.env file.  This is 

equivalent to the ñSwitchboard Command Promptò for Windows and will be referred to as a 

ñSwitchboard Linux Command Terminalò. 

 

 

 

Figure 5 ï Directories installed with the DICOM  Switchboard 

 

 

3.4 Installing the DICOM Switchboard as a service 

You may choose to install the DICOM Switchboard as a Windows service. 

The service option may not be desirable for an intermittent user ï someone who is using the DICOM 

Switchboard occasionally and does not want the Switchboard to be running continually.  On the 

other hand, if the Switchboard is to be installed as a dedicated application, then the ñserviceò option 

may be advantageous. 

If you choose the ñInstall the DICOM Switchboard as a serviceò option, then it will start 

automatically when its host computer is started.  If you do not want it to be started automatically, 

you can change its start mode from automatic to manual via the Windows Control Panel.  To do this 

select: 

Start  Ÿ Control Panel  Ÿ Administrative Tools Ÿ Services Ÿ DSB. X. Y. Z.dcfsysmgr  

and set the ñStartup Typeò option under the Properties menu to ñManualò. 
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You may also stop, start, or restart the DICOM Switchboard service from the Windows Services 

panel.  This can be seen in Figure 6 below. 

 

Figure 6 ï Changing the Switchboard serviceôs startup mode 

 

Notes on Configuring the Switchboard service to Restart: 

When you install the Switchboard as a service, it will automatically be configured to restart itself if 

an error occurs that causes the Switchboard or one of its supporting Java servers to fail.  However, if 

it fails more than 3 times, this may mean a serious error is occurring repeatedly, and the problem 

should be investigated more thoroughly before you restore the Switchboard to normal operations.  

(Note:  The number of restarts is configurable by editing the configuration file for dcf_sysmgr in 

%DCF_ROOT%/cfg/apps/defaults/dcf_sysmgr  and setting the value for 

max_auto_restarts  ï use the value -1 if you want the Switchboard to restart an indefinite 

number of times.  You will need to restart the dcf_sysmgr service if you change this value.) 

If an error occurs in the DCF System Manager (dcf_sysmgr) itself (not in the Switchboard or its Java 

servers), you may wish to configure the service to restart.  This can not be done by the 

Switchboardôs installer but must be done manually on the Properties panel of the Windows Services 

page (as shown in Figure 6 above).  Open the panel and select the Recovery tab.  Set the actions to 

be taken on each failure of the Switchboard service and then click ñApplyò at the bottom.  (This is 

shown in Figure 7 below.) 
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Figure 7 ï Setting failure actions in the System Manager service 

 

Miscellaneous Notes on the Switchboard Service: 

When you install the DICOM Switchboard as a service, Apache does not get installed as a service and 

so the web interface to the DICOM Switchboard will not automatically be available.  Under this 

scenario, if you start the DICOM Switchboard via the Start menu (see chapter 4 below), Apache will 

be started and you will then be able to access the Switchboardôs web interface.  After you have 

configured the DICOM Switchboard, you can disable the Switchboard web interface if you wish (see 

Chapter 15, DICOM Switchboard Web Server, below for more information about this). 

If the DICOM Switchboard is left as a manual start service, then you will have to manually start the 

service every time you want to access the Switchboardôs web interface. 

Note:  If you chose the ñInstall the DICOM Switchboard as a serviceò option, then when you uninstall 

the DICOM Switchboard, you should stop the DICOM Switchboard service and change it to a 

manually started service, via the Windows Control Panel and the Administrative Tools, before the 

DICOM Switchboard can be completely removed from your system. 

 

For Linux:   To run the Switchboard as a service (or ñdaemonò) on Linux, you will need to create a 

startup script (usually in /etc/rc.d  or a similar directory).  The script should set the necessary 

DCF environment variables (these can be found in the dcf.env  file in the Switchboardôs 

installation directory) and export them.  The following commands should be included in your startup 

/ shutdown scripts: 
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To start the Switchboard: 

$DCF_ROOT/bin/dcfrestart.pl ïc $DCF_CFG/systems/dsb_switch_unix.cfg  

 

To stop the Switchboard: 

$DCF_ROOT/bin/dcfstop.pl  

 

You should also modify the configuration values in the dcf_sysmgr configuration file.  (The file is 

found in $DCF_ROOT/cfg/apps/defaults/dcf_sysmgr .)  All the values to be modified 

are in the ñcpp_ipc_app/dcf_sysmgr ò section.  Set the following values: 

¶ auto_start_system_cfg = /systems/dsb_switch_unix.cfg  

¶ exit_afte r_system_stopped = NO  

¶ exit_after_system_error = NO  

¶ restart_after_system_error = YES  

The first value tells the Switchboardôs System Manager the name of the configuration of 

Switchboard processes to start.  The next two settings tell it that it should not exit if a failure occurs 

in one of those processes, while the last value tells it to restart after such a failure.  (Some of these 

values are applicable only if auto_start_system_cfg  is set.) 

 

3.4.1 Running Apache as a service 

If you installed the DICOM Switchboard as a service, you can choose to configure Apache to run as a 

service, too.  This means that Apache will be started automatically when the computer starts and that 

the Switchboardôs web interface will be available.  This option may not be desirable for the 

intermittent user ï someone who is using the DICOM Switchboard occasionally and does not want the 

Switchboard to be running continually.  And even if you are running the Switchboard as a dedicated 

application, you may not want the web interface to be available constantly ï you might want to use 

the web interface to configure the Switchboard but then turn Apache off to prevent others from 

accessing the configuration options.  The script should set the necessary DCF environment variables 

(these can be found in the dsb_vars.bat  file in the Switchboardôs installation directory) and export 

them. 

But if you do want to have the Apache web interface available all the time, you can select this 

checkbox, and Apache will be configured as an auto-starting service.  If you want the service to be 

started manually only, you should change it via similar steps as those described above for the DICOM 

Switchboard service.  Note that this option is only available if the DICOM Switchboard is being 

installed as a service. 

 

For Li nux: On Linux, to run Apache as a service, you need to create a startup script (usually in 

/etc/rc.d  or a similar directory).  The script should set the necessary DCF environment variables 

(these can be found in the dcf.env  file in the Switchboardôs installation directory) and export 

them.  To run Apache, use the command ñrun_apache.pl ò.  To stop it, use ñkill_apache.pl ò.  

(See Appendix F:  Additional Information on Apache for more information about running Apache as 

a service.) 
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3.5 Uninstalling the DICOM Switchboard 

Before uninstalling the DICOM Switchboard, please be sure that you have stopped it.  This is done by 

opening the Switchboard Operations Window and clicking the ñStopò link.  You should also stop the 

Apache server by closing the Switchboard Web Server command window that is running Apache, or 

stopping all instances of Apache via the Windows Task Manager, or by kill ing Apache by pressing 

CTRL-C in the command window that is running the Apache web server. 

Uninstalling the DICOM Switchboard requires deleting the files that were installed and removing the 

environment settings required for the Switchboardôs operation, as well as the shortcuts from the Start 

menu.  These steps are automated in the uninst-Switchboard.exe program provided.  (Remember 

that you must be logged in with Administrator privileges to install/uninstall the system and to adjust 

the system requirements.) 

To uninstall: 

¶ Click on the ñUninstall Switchboardò option in the DICOM Switchboard program group from 

the Start menu. 

(It may also be uninstalled via the Add/Remove Programs option on the Control Panel.) 

Start  Ÿ All Programs  Ÿ Laurel Bridge Software  Ÿ DICOM Switchboard  Ÿ 

Uninstall Dicom Switchboard  

Note:  If you have installed the DICOM Switchboard as a service, you must stop it and change it to a 

manually started service, via the Windows Control Panel and the Administrative Tools.  See notes in 

section 3.4. 

 

For Linux : 

To uninstall the DICOM Switchboard, make sure that its executables and servers are not running (the 

same commands for Windows shown above ï e.g., stopping the Switchboard and then running 

kill_apache.pl ) and then simply delete the Switchboardôs installation directory.  If you set the 

dcf_sysmgr to run as a service (as described above), you may need to kill that process before 

deleting the Switchboard. 
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Figure 8 ï Uninstalling the DICOM  Switchboard 

 

3.6 Upgrading to a newer Switchboard 

 

If you have an older version of the DICOM Switchboard, you probably have many mapping rules and 

filters that you want to use when you upgrade to a new version of the Switchboard.  But you donôt 

want to have to enter all the mapping rules or filters again.  The DICOM Switchboard provides 

several utilities that can help you in upgrading your DICOM Switchboard. 

 

The basic process is to (1) save the mapping rules and filters from the older Switchboard, (2) 

uninstall the old Switchboard, (3) install the newer version, and then (4) import the mapping rules 

and filters. 

 

1. Save the existing mapping rules and filters: 

¶ To save the global filters: 

These are saved as files in the directory C:/Program Files/  DICOM 

Switchboard/cfg/dicom/filter_sets .  Copy the files in this directory into a 

location where you can save them after you have uninstalled the old version of the 

Switchboard.  (Note: private filters are stored in the mapping rules themselves, so 

they will be copied automatically as part of the procedures below for the mapping 

rules.) 

 

¶ To save the mapping rules: 

o From the Windows Start menu, select the Switchboard utility ñImport and Export 

Mapping Rulesò. 

(See Section 12.9 Import and Export Mapping Rules for more information on this 

utility and how to use it on Linux .) 

o Select the option to Export mapping rules and then specify a name for the file for the 

mapping rules to be saved in. 
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o The file with the mapping rules (say, ñold_mapping_rulesò) will be created at the root 

of the Switchboard installation, e.g., ñC:/Program Files/ DICOM 

Switchboard/old_mapping_rules ò.  Copy this file into a location where you can 

save them after you have uninstalled the old version of the Switchboard. 

 

2. Uninstall the old version of the Switchboard. 

 

3. Install the new version of the DICOM Switchboard. 

¶ You may need to update your configuration settings to use the same port and maximum 

connection values that you had previously.  (See Section 7 Configuring the DICOM 

Switchboard for how to set these values.) 

 

4. Import the mapping rules and filters into the new Switchboard. 

 

¶ To import the old filters into the new Switchboard: 

o From the Windows Start menu, select the utility to ñImport filter setò. 

(See Appendix B:  Section 1 for more information on this utility.) 

o In the user interface, select the file with the old filters (select the file from wherever 

you saved it).  The utility will import the filters and notify the Switchboard that new 

filters exist.  Note that it will overwrite any existing filter sets with the same name(s). 

o (Alternatively, you can just copy the old filter set file into the Switchboard's 

cfg/dicom/filter_sets  directory and then restart the Switchboard.) 

 

¶ To import the old mapping rules: 

o From the Windows Start menu, select the utility to ñImport and Export mapping 

rulesò. 

(See Section 12.9 Import and Export Mapping Rules for more information on this 

utili ty and how to use it on Linux .) 

o Select the option to Import mapping rules. 

o Select the file with the mapping rules from wherever you saved it and click ñNextò.  

The new mapping rules will be imported into the Switchboard's configuration.  Note 

that if there is already a mapping rule with an existing name, a new mapping rule 

name will be given to the imported rule ï rules are not overwritten. 

o Restart the Switchboard (see Section 4.1 Starting the DICOM Switchboard) to use the 

updated mapping rules.  You may wish to edit the mapping rules to remove duplicate 

rules or rename the rules or whatever (see Section 9.2 Mapping Rule Editor for 

information on how to edit the mapping rules). 
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4 Running the DICOM Switchboard 

4.1 Starting the DICOM Switchboard 

A web-based interface is used to control and to configure the DICOM Switchboard.  A web server 

runs on the Switchboardôs host system, allowing both local and remote access to the Switchboard 

configuration and monitoring utilities.  The web server must first be started in order to operate the 

DICOM Switchboard.  The steps to start the web server and access the Switchboardsô web interface 

are described here. 

 

For Windows: 

From the Windows Start menu, select ñLaurel Bridge Softwareò, ñDICOM Switchboardò and then 

ñStart Switchboardò. This starts an Apache web server, then starts the Switchboardôs servers (if these 

are not already started), and, finally, opens a web browser that points to the Switchboard Operations 

Window (described below in Chapter 5). 

Start  Ÿ All Programs  Ÿ Laurel Bridge Software  Ÿ DICOM Switchboard  Ÿ Start  

Switchboard  

 

Figure 9 ï Start Menu option for the DICOM  Switchboard 

 

For Linux:  

Open a command terminal and ñcdò to the directory where you installed the DICOM Switchboard. Set 

the environment by ñdottingò the dcf.env environment file (ñ. ./dcf.env ò).  (Recall that this is 

referred to as a ñSwitchboard Linux Command Terminalò.) 

Start the Apache web server for the DICOM Switchboard by running the command 

run_apache. pl . 

Open a browser window and point it to the machine hosting the DICOM Switchboard and the Apache 

port you specified when you set up the Switchboard, e.g., http://mymachine:808 1. 

Click the Start link to start the DICOM Switchboard (and its servers), if it  is not already started. 

 

Running the Switchboard without the Web server on Linux: 

You may want to run the Switchboard without the web server ï letôs say that you have it configured 

exactly as you want it, and you want the Switchboard ï but not Apache ï to start automatically when 

the server boots up.  To do this, you will need to add the DCF environment variables (these can be 

seen in the dcf.env file in the Switchboardôs installation directory) to your environment or startup 
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script ï be sure that their values are being properly exported so that they can be used.  Use the 

following commands to start and stop the Switchboard: 

 

To start the Switchboard: 

$DCF_ROOT/bin/dcfrestart.pl ïc $DCF_CFG/systems/dsb_switch_unix.cfg  

 

To stop the Switchboard: 

$DCF_ROOT/bin /dcfstop.pl  

 

Note:  DCF_ROOT is the directory where you installed the Switchboard.  Depending on your PATH 

settings, you may be able to omit ñ$DCF_ROOT/binò from those commands, or you can hard-code 

the paths to the scripts if you so desire. 

These commands (and their equivalents on Windows) can also be used to start and stop the 

Switchboard manually, without using the web interface. 

 

4.2 Verifying the DICOM Switchboardôs Operation 

Now that you have installed the DICOM Switchboard and started it, you may wish to make sure that it 

is operating correctly.  The DICOM Switchboard comes ñout of the boxò with a configuration that 

makes it simple to test that it is working ï it includes mapping rules that allow you to perform an 

Echo test (or ñpingò) to a built-in DICOM Verification (Echo) Server without making any changes to 

the Switchboard configuration. 

1. From the Switchboard Operations Window, click the link ñView Status Monitorò.  This will 

open a monitoring applet in a new window. 

 

2. From the Windows Start menu, launch the Switchboardôs Echo Client. 

Start Ÿ All Programs Ÿ Laurel Bridge Software  Ÿ DICOM 

Switchboard  Ÿ Utilities Ÿ Run Echo Client  

 

Figure 10 ï DICOM  Switchboard utilities menu 

 

For Linux :  From a Switchboard Linux Command Terminal, launch the Echo Client via: 

 <instdir> /bin/JEcho_SCU.bash  
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3. Click the ñSend DICOM Echoò button, and watch the Status Monitor.  You should briefly see 

a green line of data, indicating that the Echo request is going through the DICOM Switchboard 

(to the Switchboardôs Echo SCP).  Also, the Echo client should show ñSuccessò in its Echo 

Status box. 

4. Your DICOM Switchboard is working!  The rest of this manual will guide you on configuring 

the DICOM Switchboard for your own custom monitoring, routing, and filtering needs. 

(Section 12.1 has more information on this test and on using the Echo SCU and SCP; see Section 

12.4 for information on testing and using the Store SCU and SCP.) 
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5 Switchboard Operations Window 
This is the screen that appears when you start the DICOM Switchboard from the Windows Start menu 

or from the desktop shortcut (if you chose to create one during installation). 

 

Figure 11 ï DICOM  Switchboard: Main Operations Window 

 

This window is the central control point for the DICOM Switchboard and its operations.  From here 

you can select any of the options for configuring the DICOM Switchboard, editing its Mapping Rules 

and Filter Sets, operating it, or using its utilities. 

This window also provides a snapshot of the status of the DICOM Switchboard and important 

information about its operation.  Its status ï ñRunningò in the example aboveï can be seen in the 

upper right.  The status is also shown in the light green frame around the window; this will be light 

red if the Switchboard is stopped.  You can start and stop the Switchboard from this page.  The host 
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and port for the Switchboard are in the upper left and upper right corners, respectively, making it 

easy to know how your modalities should be reconfigured to communicate with the DICOM 

Switchboard. 

From this window you can select the Configuration, Logging, or Utilities tabs to access each of their 

options. 

 

  

 

 

Figure 12 ï DICOM  Switchboard: Operations Tabs 
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The Configuration tab has options such as setting up the DICOM Switchboardôs filters and the 

mapping rules.  The Logging tab lets you view the log files, access the Real-Time Log, and adjust 

the logging verbosity (to help you debug problems).  The Utilities tab lets you view the Status 

Monitor, as well as letting you use web interfaces to other utilities. 

 

The DICOM Switchboard is built on the Laurel Bridge Software DICOM Connectivity Framework 

(DCF).  There are many more advanced ways to configure and modify the Switchboardôs behavior, 

including more debugging flags that can be enabled or more configuration options to select.  Access 

these by clicking on the ñDCF: Advanced Optionsò link.  These options are designed for experienced 

users of the DCF and should be used with caution, but they are available should you need them. 

 

 

Figure 13 ï DCF: Advanced Operations 

 

For example, if you click on the link ñConfigure dsb_switch_win32.cfgò (as seen above in Figure 

13), you can also adjust more attributes than those shown below in Chapter 7, Configuring the 

DICOM Switchboard, additional settings including the maximum sizes of the log files and timeout 

values for the servers. 
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6 Step-by-Step Setup Guide 
This section will guide you through each step of starting the DICOM Switchboard.  These are the 

basic steps, so you should consult the appropriate chapters of the manual for more detail on each of 

these steps and the options available to you. 

1. Start the system as described in Section 4.1 above. 

2. You may wish to clear the log files before monitoring/filtering any connections; do this by 

clicking the ñClear Log Filesò link on the Logging tab. (This will make it easier to interpret 

the data by removing any old connection information.) 

3. Configure the Switchboardôs ports and other settings by selecting the ñConfigure 

Switchboardò link from the ñConfigurationsò tab. (These and additional settings may also be 

accessed by selecting ñDCF: Advanced Optionsò and then the ñConfigure 

dsb_switch_win32.cfgò option [or the ñConfigure dsb_switch_unix.cfgò option if you are 

running on Linux ].)  You may need to modify your firewall configuration to allow 

communication on the selected port (and on the web serverôs selected port) and/or by the 

Switchboardôs applications.  (See Chapter 7 Configuring the DICOM Switchboard for more 

information.) 

4. Start the Filter Set Editor by clicking the ñEdit Global Filter Setsò link. This will open up an 

applet in a new window. You may use the applet to view and edit the sets of global filters 

used by the DICOM Switchboard.  (See Chapter 13 DICOM Switchboard Applet Issues for 

information about the applets used by the DICOM Switchboard.) 

5. Create the filters to be used by the DICOM Switchboard. You may create new sets of shared 

(or global) filters and add filters to them; the filters to use will be selected when you set up 

the mapping rules below.  (Global filters are a convenience for when you need to attach the 

same filters to multiple mapping rules.  You can also create filters that are specific to each 

mapping rule ï see 8.2 Creating Filters and Filter Sets for more information.) 

Filters may be created to remove elements, to replace the value of an element, to modify an 

elementôs value with regular expressions, or even to modify the pixel data itself by bit-

shifting it. (See Section 8.2 Creating Filters and Filter Sets for more information on how to 

use the Filter Editor or for more detail on the types of filters built into the Switchboard.  

There is a brief guide to the filters at the beginning of Chapter 8 Filters and Filter Sets.)   

Note that if your filters are operating on private tags/elements (VR: UN), you should add the 

tags to the ñExtended Data Dictionaryò so that the content of the element is correctly 

interpreted ï this is described in Appendix E:  Editing the Extended Data Dictionary. 

If you need many similar filters (e.g., hundreds or thousands), see Appendix G:  Using & 

Creating Many Mapping Rules for information on how to use scripts to create them in batch 

mode. 

When you are done, exit the Filter Set Editor by closing the window. 

6. Start the Switchboardôs Mapping Rule Editor by clicking the ñEdit Mapping Rulesò link. 

This will open up an applet in a new window. You may use the applet to view and edit the 

mapping rules used by the DICOM Switchboard. 

7. Add new mapping rules or edit the existing mapping rules as necessary for your systems. 

You will have to modify the rules in order to indicate what AEôs are handled by the DICOM 

Switchboard and where the data for such AEôs is sent. Note that any changes to the mapping 
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rules will not take effect until you ñSave and Applyò them ï this will commit the changes to 

disk and load them into the Switchboard. 

If any of the rules use ñFiltered Modeò, you should attach filters to each rule that needs to 

filter the data.  You may edit their filters through the Mapping Rule Editor; select ñEdit 

Global Filter Setsò from the Switchboard Operations Window to edit any global filters in use. 

(Local, private filters may be edited right in the Mapping Rule Editor.) Select or create the 

filters that you wish to use. 

See Section 9.2 Mapping Rule Editor for help on using the Rule Editor; see Section 9.1 

About Mapping Rules for information on how the mapping rules work.  The examples in 

Section 9.2.7 can help you understand how to configure your mapping rules. 

If you need many similar mapping rules (e.g., hundreds or thousands), see Appendix G:  

Using & Creating Many Mapping Rules for information on how to use scripts to create them 

in batch mode. 

8. Once you have made all the changes you wish, exit the Mapping Rule Editor by closing the 

window.  (Remember to ñSave and Applyò your changes.) 

9. You may adjust the amount of information about the connections that is logged by clicking 

on ñSet Logging Verbosityò from the Logging tab and selecting the data that you wish to 

have logged. (The fields are ï more or less ï increasing in verbosity from top to bottom.) 

Click ñSave these settings for next timeò if the logging changes should be used the next time 

the DICOM Switchboard is started. (Note that logging changes do not require the Switchboard 

to be restarted.) 

10. The DICOM Switchboard must be restarted before the new mapping rules and configuration 

settings will take effect, so restart it by clicking ñStopò on the Switchboard Operations page. 

You are returned to the Switchboard Operations page after the system has stopped. Once it 

has stopped, restart the DICOM Switchboard by clicking ñStartò on the Switchboard 

Operations page. 

11. Configure any clients that are to use the DICOM Switchboard, by changing the host and port 

that they are sending to. (The Switchboardôs port information was set by you back in step #3 

using the ñConfigure Switchboardò page. Remember that you may need to adjust your 

firewallôs configuration for the new ports and for the Switchboardôs apps.) Once your clients 

are configured, proceed with your tests. (See 6.1 Monitoring / Filtering an Association below 

for more information on configuring a connection to use the DICOM Switchboard.) 

12. Configure the destinations as necessary to receive from the DICOM Switchboard.  This may 

include setting them to recognize communications from the Switchboardôs host computer. 

13. You may observe the state of the connections through the DICOM Switchboard by launching 

the Status Monitor applet; this is done by clicking the ñView Status Monitorò link on the 

Utilities tab of the Switchboard Operations page. This applet displays information about the 

current connections to the DICOM Switchboard. If the ñlightsò are not flashing, it means that 

there is no activity through the DICOM Switchboard; you may want to make sure that your 

mapping rules are correct and that your clients (configured in the previous step) are sending 

to the DICOM Switchboard. 

14. Another way to verify that the DICOM Switchboard is operating correctly is to view the log 

files generated by it. Every connection that goes through the Switchboardôs Router generates 

a log message that displays its information, both incoming (into the Switchboard) and 



Page 26 

Switchboard User Manual (3.3.30c) Copyright 2007-2012, Laurel Bridge Software, Inc. All Rights Reserved Doc: v 2.21 

outgoing (on to its destination). Clicking the ñView Log Filesò link on the Logging tab will 

take you to a page displaying all the log files generated by the DICOM Switchboard; here you 

may select a log file to view in your browser. The ñsystem.logò and the log file for the 

ñdcf_switchò will contain information on transactions being processed by the Switchboard. A 

simple way to check that the Switchboard is operating correctly is to send an ñechoò through 

the DICOM Switchboard and then check the log files to see that the passage of the data is 

logged.  

 

6.1 Monitoring / Filtering an Association 

The DICOM Switchboard must be interposed in a connection in order to monitor it and filter the data:  

SCUs send their data to the DICOM Switchboard, which sends it on to the SCPs.  

1. Using the Mapping Rule Editor, create a mapping rule that will take data matching the 

desired AE and send it on to the appropriate SCP. Make sure you have the ñhostò and ñportò 

fields for the SCP set correctly. (Recall that some changes to the mapping rules may require 

the DICOM Switchboard to be restarted.)  

2. Configure the SCU so that it sends its data to the DICOM Switchboard instead of directly to 

the SCP. Primarily this means changing the destination address and port of the SCU to be the 

host and port of the DICOM Switchboard. 

3. If necessary, configure the SCP to accept connections from the Switchboard.  This could 

mean, for example, configuring it to accept messages from the Switchboardôs address or to 

recognize the new AE titles from the Switchboard. 

4. Run your connections and tests. You may find that adjusting the logging verbosity will make 

it easier to determine any problems that may exist in the connection.  

 

Note:  As you test your Switchboardôs configuration, you may wish to clear your destination SCPôs 

database or cache periodically.  This is because users often test the Switchboard by sending the same 

image multiple times.  In many cases, the receiving SCP will correctly receive the image the first 

time; after that, it will think that it already has the image and so report success but it will not have 

actually received the image ï it could report success but just throw the incoming image away and 

use the previously cached data.  If this happens, you may not see the desired AE title or filter 

changes.  Clearing the destinationôs database before testing the Switchboard can prevent this kind of 

problem. 
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7 Configuring the DICOM Switchboard 
The Configuration screen allows the user to set the basic DICOM communications settings for the 

application.  It is particularly important that you note the TCP Port being used ï this is the port that 

devices will use when they send DICOM data to the DICOM Switchboard. 

 

Figure 14 ï DICOM  Switchboard: Configuration Window 

 


















































































































































































































