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1 Using the Dicom Switchboard

As youintegratevariousmedical devices that uslee Dicom protocolto communicatevith each

other, situations may arise in which some of tfaga being sent from the source to the destination is
not entirely correcin some way it may need to be in a different format, xpected in a different
Dicowm tag,or some other problemay needo becorrected TheDicom Switchboardcan help in
many ofthese situations by filtering the data ais isentfrom the sourceleviceto thedestination
device In addition, theDicom Switchboardprovides a statef-the-art Dicom protocol monitoring
capabilitythat can assist you in diagnosiDgcoM connectivity issues.

To dothese taskgsheDicom Switchboards interposed between the source and the destination
devicesand any communicain between the twdevicesgoes through thBicom Switchboard

Example DICOM Archive Migration
Filtering of datasets as they are moved.

PACS N<'era.| Dicom > PACS
Dicom Archive Migration Path Dicom Archive
(Source) - (Destination)
"odifieq p; DICOM
Migra tion p, =em i
ath Switchboard
o
5 5 O & g
Dicom Queries Dicom Queries
C-Move Commands for verification requests
LBS Migration
Controller User Console
Console : :
+Configuration
*Error Handling
*Reporting

Figure 17 Dicom Communication with Filtering Diagram

Thesourcedevice €.g, the modality)s configured to seniis Dicom data to thédicom
Switchboardwhich isconfigured to forwardhe filtered data on to the destinatidevice (e.g., the
archive) Note it is possiblehat theDicom Switchboardcould be installed on therme box aghe
source deviceghoweverthis is notrequired; thedicom Switchboardcould ke on another box entirely
or even on the destinatitmostitself.

TheDicom communicatiorbetween the source and the destination goes thitbedhcom
Switchboard The source is configured to send to Eheom Switchboard TheDicom
Switchboards Mappirg Rulesi configured by the usértell it where to send any data it receives;
theseruleswould normallybe seto forward the data to the destinatioviou can create filters that
theDicom Switchboardwill use to modifythe dataeceived and therthe Dicom Switchboardwill
sendor forwardthe dataon to the destinationThe Dicom Switchboardchas the capability to handle
many different mapping and filtering scenarios simultaneously.

Note that théDicom Switchboard isiota A net wor k p aivekéstenirgfoi f f er 0,
communication on the network but not actively participatindg.inrhe Switchboard is aactive
participantin anyDicom communication that goes through ¥ou configure your SCU to
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communicate with the Switchboard, and the Switchdbagconfigured to communicate with your
SCP. To put it another way, the actual SCU thinks that the Switchboard is the target SCP, while the
actual SCP thinks that the Switchboard is the desired SCU.

[ SCU] Wicdm Switchboard]  YSCR]

The SCU communicates to the SCP vialineom Switchboard; the Switchboard acts as the SCP to
the SCU and as the SCU to the SCP. The mapping rules tBlicb® Switchboard where it should
send the messages it receivesme can go to one place, and some can go to an@hér by

being an active participant can the Switchboard modify and filteDkbem data.

Notealsothat theDicom Switchboards not a storeandforward devica theDicom data is never
physicallystored by thé&icom Switchboardit is just held in memory long enough to be filtered,
and then it is sent on to the destination.
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2 Overview: Basic Steps to Implement Dicom Monitoring and
Filtering

Follow these steps to sep theDicom Switchboardo monitor Dicom transactions and tdter
Dicom datasets

1. Install theDicom Switchboardon the desiredystem This could be the sourtest
destinatiorhost or some other host, but it must be network accessible to the source and
destination devices.

2. ConfiguetheSwi t chBaardads communi catConbiguresetti ng
Switchboard@ o pt i o BwitthbaanDpérdtians Window.You may need to
modify your firewalb s conf i guration for opéemhispaarts
include communiat i on with the Switchboardds web
Switchboard itself

Chapter7 Configuringthe Dicom Switchboardhas detailed information.
3. Set up the filtersequired fomodifying data, ifany.

ChapterB, Filters andFilter Sets has a guide to the filters available and how to configure
them to do what you want

4. Set up the mapping rules for tbecom Switchboard If necessary, associdi#ers with
each mapping rule.

Chapter9 SwitchboardMapping Ruleslescribes how to create the mapping rules.

5. Configure the source to send to tieom Switchboard This may require setting
permissios in the source host to allow communication withShe i t ¢ h hostandd 6 s
AE-Title.

6. Configure the destination to accept from thieom Switchboardif required

7. Test the setup to confirm that data is following the desired path and is being filtered as
intended
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3 Installing the Dicom Switchboard

Note: TheDicom Switchboard is used primarily on Windows platforms, but it is available for Linux
users as well. Most of the steps to operatditem Switchboard will be the same on all platforms,
but some sigs may vary for Linux; these exceptions will be noted throughout this document.

3.1 Requirements:

Beforecompleting your install athe Dicom Switchboard make sure you have the following
applications installed and configured on your systdfost of hese cmponents are included on the
Dicom Switchboardnstallation CDor can be freely downloaded from the Weks noted below,
theDicom Switchboardnstaller will check your system foheseprerequisites and offer you the
option of installingany that are natlready installed

M1 Software

TheDicom Switchboards normally provided for installation on Windows XP, but
can be supplied for a variety of popular platforms, including various Linuxes.

1 Hardware

Hardware that supports the underlying operating systemicghbe sufficient for
runningthe Dicom Switchboard Increased memory and multiple network cards
(NICs) can improveapplicationperformance.

A recommended system configuration can be seen ddwtitehboard product page
of theLaurel Bridge website http://www.laurelbridge.com/switchboard.html

1 JRE T Java Runtime Environment (or the Javé&sE SDK)
http:/Avww.java.com
Recommended version6 Update 2

You should use the 3ait (x86) Java when runngnon Windows; if you are using
Linux, use the Java suitable for the operating system and request the appropriate
version of the Switchboard for that OS.

The Java plugn included with the JRES needed to use tt®wi t ¢ h bppletsid 6 s
your web browser.

Note: You must download and instARE6 UpdatelO or newerif you are using
Firefox 3.6+ in order for the applets to work.
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1 .NET Framework
Recommended version: 2.0

TheDicom Switchboard s bui DCFfof NEOBO i and as such i
some .NETcomponents that may not already be installed on all systérhss is not
required for Linux releases.)

1 Apache web server
http://lwww.apache.org/dist/httpd/
Recommended version2.2.16

SeeAppendix F: Section3, Using Apache 1.3 on Linuor help incompiling
Apache 1.3 for Linuxf you want to use that version

1 Perl
Recommended version: 5.8.6

Perl will automatically be installed by the Windows installer; Linggns sbuld
install it manuallyas one of their Linux installation options, ordywnloading and
building the appropriate version and making sure that Perl is in the PATH.

1 Web browser

You must also have a web browser installed in order to contr@itdam
Switchboardvia the Web and to use its applets to monitor the data. Itis
recommended that you usen@dernbrowser, such as Internet Explo(ers or later)
or Firefox (v.3 or later) older browsers may have issues v&tipport forJava and the
Java plugn.

Almost any standard web browser can be used to contrBlidae Switchboardand

its operations. This done via applets (usirige Java plugin), CGlI scripts and
standard web pages with &8cript. Note that JavaScripiustbe enabled in order to
usethe pages properly. Due to differences in the implementation of JavaScript in
browsers, somelderbrowsers may not be able to display the gagerectly (for
exampleplder versions of i nsuKor@gueror browser).

TheDicom Switchboardhas been testediscessfully on the following browsers:
- Internet Explorer &nd lateron Windows

- Firefox (Mozilla) 0.9and lateron Windows

- Netscape 4.79, 6.2, 7.0, 7.1 on Windows

- Firefox (Mozilla) 0.9.2.1 on Redhat Linux

- Netscape 4.78 on Solaris and Redhat Linux

Note: If you are using Firefox 3.6 or newer, you mdstwnload andnstall Javeb
Update 10or newerin order for the applets to wark
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1 Adobe Acrobat

Somesupplementary documents in thecom Switchboardare PDF (Portable
Document For matAgrobdiRedder & not nedessar\bt@tide operation of
theDicom Switchboard but it is provided for viewing these documernisyou

already have a version of Adobe installed on your target system, it should not be
necessary to install the version suppliedthe Dicom Switchboardnstall disk.

TheDicom Switchboardnstalleri Setup.exe will check your systenfor any prerequisites that are
not installed and offer you the option of installing them.

B picom Switchboarditm) Setup: Installation Options g|ﬁ|@

Recommended components ko install are highlighted below:
(Components not highlighted may already be installed on waour syskem,
You may wish to wverify the versions installed.)

Select components to install: ] &pache 2.2.16

[] 3ava iIREY & Update 2

[ Adobe Acrobat 7.0.7

[] .MET Framewark 2.0
DICOM Switchboard{tm)

Space required: 1000,0KE

Cancel Install

Figure 21 Selecting the Prerequisiteso Install

You may wish to note where these applications are installed, as you will need to know this
informationin Step4) (below) of the installation procestescribed in SectioB.3.

3.2 Notes on Installing Apache

If you install Apache with th®icom Switchboardyou can choose to install it as either a service
(for every user) or to start manuaffgr the current useii) seeFigure3 below. In manual mode
Apache is automatically started for you whenever you staibem Switchboard If it is installed

as a service, the Switchboard can still start Apache correctly for its owmase that this is not the
sane as configuring Apache to run as a service for the Switchbdgrachei wheninstalled as a
serviceican be configured for the Swidrmdnbablyar d 6 s

It is preferred that Apache be installed to start manually, Imutsmot required. Apache can be
installed to start manually, and the Switchboard will be configured separately, including the option
to start Apache automaticallyr the Switchboaranly (seeFigure4 below). Seesection3.4.1

below andChapterl5, Dicom SwitchboardNeb ServeandAppendix F: Additional Information on
Apache Sectionl: Configuring Apache to run as a Servioe more information.
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i Apache HTTP Server, 2.2 - Installation Wizard @

Server Information
Flease enter wour server's information,

Mebwark Domain (g.q. somenet. cam)

|I:u:s-inc.c0m

Server Mame (e.g, wwiw, somenek, com):

|mvbux.bcs-inc.com

Administrator's Email Address (e.g. webmaster@somenet, com):

|admin@bcs-inc.cu:um

Install Apache HTTP Server 2.2 programs and shartcuks Faor:

) for &ll Users, on Port 80, as & Service -- Recommended.
{*) only For the Current User, on Pork 8080, when started Manually,

[ % Back ” Mext = ] [ Cancel

Figure 37 Installing Apache

3.3 Installing the Dicom Switchboard

Please note that yohhauld be logged in as the Administrator (or a user with Administrator
privileges) when installing thBicom Switchboard otherwise the system may not be able to access
all the system resources it needs when installing and oper&Beg.the note at trend of this

section for information on howserpermissions can affetite ability to accesshe Switchboard.)

If you have a previous version of tBavitchboardnstalled, you should uninstall it before installing
the new version of thBwitchboard (SeeChapter3.6for help if you are upgrading to a newer
version of the Switchboard.)

Follow these instructions to setup your system to usBitev Switchboard

1) Installthe Dicom Switchboardand its support sbfare by runnindgseup.exe
(To only install theDicom Switchboardsoftware and not the support software, run the
separaté&Switchboardnstallation programinstall_Switchboard.exe)

The installer will attempt to determine if necessary softwareh as Apache and Jaaae
installed on the computer. If their presence cannot be confirmed, you will be asked if you
wish to continue with the installation. You may choose to continue installirgdtioa
Switchboardand then install the other necessary software later, or yowcamagl the
Switchboardnstallation to install the necessary support software first.

2) You will be prompted to choose adirectbryor t he i nstcabrdgram f or i nst
Files \ Dicom Switchboard 0. Enter the desired directory in the dialog box, or select
whatever directory you prefer.

Note: If you are installing owWindowsVista, Windows 7 or Windows Server 20080u
may need to disable the UAC (User Access Controls) in order f@itdoe Switchboard to
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3)

4)

5)

be installed correctly. It is also recommendet ffou choose an alternate installation
di rect org\homa Ricomswitéhmardi0 i N s tCa Aodram@iks M Dicom
Switchboard O .

TheDicom Switchboardand its associated software require a validtime license to
operate correctly. The licensestallaion keyis typically downloaded anid storedin a file
namedw i t h .keydertensioneg.,

DSB-3.2.0cDM-companysite-hostYYYYMMDEX. XX.XX.XX.XX.XX.key
Press théeé o button to glect the license key file to use aheénpress thé&Nexb button to
continue with the installation.

Please enter the paths of necessaspurcecomponents such as Java and Apgshewn in
Figure4 below). You maybrowse your computeo locate these componefig pressing the
o0 button neBdectaportferdn® tvi b o R Bpache Web server to use
(be sure another application is not already using this pgdi may choose to install the
Dicom Switchboard as a Windows service, if you wishtfar Switchboard to be started
when you start Windowslf you are installing th®icom Switchboard as a service, you can
also optionally choose to configure the Apache web server as a service.

.DICOM Switchboard Installation Options HE E

Configure the Switchboard's resources.

Java Rook

| Ci\Program Files! Javaljrel . 6.0_02
Ex: Ci\Program Files\Javaijrel 6,0_02

Apache Roaok
| Ci\Program FilesiApache Softwate Foundation'Apachez, 2

Ex: Ci\Program Files\Apache Software Foundation\Apachez, 2
Please select the directary roots For Java and Apache.
Specify the port for Apache to use (default: &031): a0gz

[ Create a shortcut on the Desktop to skart the DICOM Switchboard
[ Install the DICOM Switchboard as a service
-

| Mext = | Cancel

Figure 41 Configuring the Switchboa r dR&sourcelLocations

Note: The Apache port that you select here is used to contr@itteav Switchboardvia its
web interface. Th&witchboarchas aseparategoort that is used for communication with
your PACS and your modalitiésthis is configurd after theDicom Switchboards installed
(seeConfiguringthe Dicom Switchboardn Chapter7 below).

After verifying the configuration data, the installer will copy ieom Switchboardiles to
your system and then configure tBeitchboardand set upts systemenvironment. These
configuration steps may take a few moments, so please be patient as you thais&iup
commands to finishé
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6) You may have a license thageres activation before you can use the Switchboard. If this
is so, you will be given the option of activating the license during the installfation can
also choose to activate it later, via the Windows Start méryau choose to activate it now,
you will see the License Activation Utilityf i | | out the fields and
button. Once the license is successfully activatedif you change your mind and want to
activate the license latérexit the utility by pressing the Exit butto The installation will
continue. (Sesectionl3License and Activatiofor more information about activating your
license.)

7) The installation will prompt you to reboot the comput&éhe computer mst be rebooted in
order for theoperating systeranvironment changes to take effect.

Figure5 belowshowsthe structure of the directories that are created when you instalicbe
Switchboard. Tt can help you if you need to edit a configuration file manually for advanced
applications of th®icom Switchboard.

Note on User Permissions\When you install the Switchboard, you should do it as Administrator or

a user with administrative privileges st it can access the various system resources it needs.

After that, when the Switchboard is running, anyone can access its web page, subject to whatever
restrictions you may choose t oAppdndixde on t he S
Authenticating Access tBwitchboardNeb Page$or information on doing this).

If you logout of the computer artdena different user logs ifemay or may not be able to access

the Switchboar iéds altdartto memutoptri st op the Swi
does not have administrat@vel permissionsshe will probably not be able to start Apaairehe
Switchboard. If the user does have administrative privileges, he probably will be abtess the
Switchboarddés Start menu budrthesSwitchbbardnay not be

This can depend on the @8rsionand the permissions assigned to each user. For example, with
Windows Vista and Windows 7, the permissions assigned to aiIsérgroups are so restrictive that
only the user who installed the Switchboard can start it. Windows XP is generally less restrictive
and so might allow a different user but with administrator privileges to start the Switchboard.

You can also change tipermissions assigned to a user for accessing a directory or even add a user
tolethimmher access it. (See your OSO06s instructio
should give the user permissions to read, write, and modify files in theh®waard directory and in

all its subdirectorieshis will allow the Switchboar@pplication tccreate the necessary files (such

as log filesyequired for itto operate.

3.3.1 Installing the Switchboard on Linux
The installation steps are descrilfellly in the file README.linux.Switchboard_setup.txt; they
are summarized here.

1) Go to the directory where you wish to install ieom Switchboard, e.g/ppt .

~

2) ExtracttheDicomSwi t chboardés files from the #fAtarbe
tar xzvf Switchboard - 3.2.0c - linux.tgz

3) Change¢ d) i nto the Switchbo audptb¥Bs-3.2.00 sandedit at i or
the app_platforms.cfg file, setting the values as appropriate.
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For example, DCF_ROOT should be set to the directory where you installed the
Switchboard; JAVA_ROOT and JAVABIN should be wherever you have already installed
the Java Runtime Environment (JRE), and similarly for Apache. Be sure to uncomment and
set the value for the APACHE_MODULE_DIR.

Note: APACHE_ROQOT is the directory where Apache is installed; it shouldehav
subdirectories with the Apache modules, configuration files, tklis could be, for

e X a mpoptlepachefi -2.2.16 0. APACHE_BIN is the directory where the

Apache executableu s u a | | yttpddadan be tbungthis directory may simply

be found undethe APACHE_ROQOT directory, but this is not necessarily true on all
versions of Linux. APACHE_MODULE_DIR is the directory containing any
Apache modul es t haAPAGHE®ROQTAb®d ort hi s i s o
AAPACHE_ROOT/libexec 0O .

Set the value for LD_LIBRARYPATH to be the directory where the standard C++ link
libraries are. (The Switchboard is built with GCC 4[8.@ on 64bit Linux], so the
LD_LIBRARY_PATH is the directory where the GCC libraries are located.)

Select a port for t hservebtoiuse (behsbreanotheréapplicatipnasc h e
not already using this port).

Note: You should select the section to edit based upon the version of the Switchboard in use

and the Linux OS it is using. -Sitdihuve with A LI n
GCC 4. 1. Sel ect ALI Nnux -MHitlinuxwitiGACxA« 6 i f you

4) Install your key file by copying it as follows:
cp <keyfile> cfg/systeminfo

Note that you must already have gotten your license key file from Laurel Bridge Software
for example, emailed from LBS or downloaded from the LBS license site.

5) From the installation directory (instdir), run this command to setuthe t c hboar d 6 s
s

configuration files and environment (subst
perl bin/d cfsetup.pl -zip -web - noprompt
- platform_file_name app_platforms.cfg - envfile dcf.env

- dcf_root=<instdir>
T platform_name Linux_9 x86_gcc
- jar_cp=<instdir>/classes/LaurelBridge.jar

Note: Specify as the platform_name the name of the section that you rediked
app_platforms.cfg file in Stepabove

6) iDot 06 the dcf.env f iJddedent 0 )set the environm
7YUpdate the Switchboardbs configuration fil
perl bin/update_cds.pl -f

Note: You may need taddiwriteo permissionstt he A cf go and At mpoindir ec
the Switchboardds installation directory sinc
permissions.This depends on who the Switchboard is set to run as and the permiéstuns

Apache web serverHowever, f the Switchboard and Apache are configured to run as members of
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the same group, you may not need to grigstt AunN
grant write permissions to those users and that groug -rwxrwxr--0fi

Note that when using thBicom Switchboard on Linux, most commands will need to be run from a
command terminal that has the Switchbdhisisdds e
equi val ewitchboam Commandr&mp for Windows and will be referred to as a
ASwitchboard Linux Command Terminalo .

= {ma DICOM Switchboard 3.3.2c =) hitpd
+-1 hin 2 cai-hin
=1 cfg 3 conf
=) apps +- bl
o def_switch o logs
a defaults i lbs
) StoresCR +-7 lib
4] components +-170 pet
=\ dicom =1 test
i filter_sets I def g
) procs I images
o systemns =) trnp
=0 trnp 1 job_images
-7 classes = log
+- = devel o scp_images
=+ doc
h applications
+-{) components
= bs
+- ) meddocs
1 userguides
Figure 57 Directories installed with the Dicom Switchboard

3.4 Installing the Dicom Switchboard as a service
You maychoose tanstall theDicom Switchboardas awindowsservice.

The service option may not be desirable for an intermittentiusemeone who is using tiecom
Switchboardccasionally and does not want Beitchboardo be running continually. On the

other hand, if th&witchboardt s t o be i nstalled as a dedicated
may be advantageous.

If you choose thé | n s t idow Switchmardasas e r v i ¢ etlen ibvplitstard n
automatically when its host computer is started. If you do aot v to be started automatically,
you can change its start mode from automatic to manual via the Windows Control Radelthis
select:

Stat Y Controll YAsmmi ni strative Tool & DBB X% ¥.1Zddfsgsmgr
andsetthé St ar t wptionUndgrtee®ropertiesnenut oMairiuab.
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You may also stop, start, or restart Bieom Switchboard service from the Windows Services
panel. This canbe seen ifrigure6 below.

DSB. 3. 3. 2c. defsysmgr Properties (Local Computer)

&

General | Log On | Recovery | Dependencies

Service name: 0SB.3.3. 20 defeysmgr

Display name: 0SB 3.3, 20 dofepzmar

D escriptior: DICOK Switchboard Service

Fath to executable:
"C:\Program FileshDICOM Switchboard 3.3 2chbintdcf_spemgr.exe’’

Startup tupe: Automatic w

b aral
Dizabled

Semvice status:  Topped

Y'ou can specify the start parameters that apply when you start the zervice
fram here.

Start parameters:

k. l [ Cancel

Figure 61 Changing the Switchboarde r vi ceds startup mode

Notes on Configuring the Switchboard service to Restart:

When you install the Switchbohas a service, it will automatically be configured to restart itself if
an error occurs that causes the Switchboard or one of its supporting Java servers to fail. However, if
it fails more than 3 times, this may mean a serious error is occurring iigeatel the problem

should be investigated more tbaghly before you restore the Switchboard to normal operations.
(Note: The number of restarts is configurable by editing the configuration file for dcf_sysmagr in

YO CF_ROO%cfg/apps/defaults/dcf_sysmgr
max_auto_restarts

and setting the value for

i use the valuel if you want the Switchboard to restart an indefinite
number of times.You will need to restart the dcf_sysnsgrviceif you change this valug.

If an error occurs in thBCF System Managed¢f _sysmgrjtself (not in the Switchboard or its Java
servers)you may wish to configure the service to restart. Thinchhe done by the

Swi

tchboar doés

i n snhaauallyom the Rrapdrtiespanel tof the @indbwsrServices

page (as showm Figure6 aboveg. Open the panel and select the Recovery &di.the actions to

be

t aken

on each failure of t he

shown inFigure7 below.)

Swi

tchboard
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DSB. 3. 3.17a. defsysmar Properties (Local Computer) @ E|

General | Log On | Recover | Dependencies

Select the computer's responze if this service failz.

Firzt Failure; Take Mo Action v

Second failure: Restart the Service

] Rur a Program
Subzequent failures: Restart the Computer
R ezet fail count after: 1 dayz
Fun program
(] 4 l [ Cancel

Figure 71 Setting failure actions in the System Manager service

MiscellaneousNotes on the Switchboard Service

When you install th®icom Switchboardas a serve, Apache doesot get installed as a serviaad
so the web interface to tfizacom Switchboardwill not automatically be availablédJnder this
scenario,fiyou start theDicom Switchboardvia the Start menu (sehapterd below), Apache will
be started and you wilhenbe able to access tBew i t ¢ h tweb anterthées After you have
configured theDicom Switchboard you can disable thewitchboardvebinterfaceif you wish (see
Chapterl5, Dicom SwitchboardNeb Serverbelowfor more information about this).

If the Dicom Switchboards left as a manual start service, then you will have to manually start the
service everytime you want to access tif®&w i t ¢ h web anterthées

Note: 1 f you c hos eicoMmSwitctibbardse ad | s @ rhwei ovbedn yoo pninstadl n ,  t
theDicom Switchboard youshouldstop theDicom Switchboardserviceand change it to a

manually started service, via the Windows Control Panel and the Administrative Tools, before the
Dicom Switchboardcan becompletely removeftom your system.

ForLinux:. To run the Switchboard as a service (or
startup script (usually ifetc/rc.d or a similar directory). The script should set the necessary

DCF environment variables (these can be found imthenv f i | e i n t he Switchb
installation directory) and export them. The following commandsldhmiincluded in your startup

/ shutdown scripts:
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To start the Switchboard:
$DCF_ROOT/bin/dcfrestart.pl i ¢ $DCF_CFG/systems/dsb_switch_unix.cfg

To stop the Switchboard:
$DCF_ROOT/bin/dcfstop.pl

You should also modify the configuration values in the siggmgr configuration file. (The file is

found in$DCF_ROOT/cfg/apps/defaults/dcf_sysmgr .) All the values to be modified
ar e icpp_ipchapp/déf_sysmgr 0O section. Set the foll owir
1 auto_start_system_cfg = /systems/dsb_switch_unix.cfg
1 exit_afte r_system_ stopped = NO
I exit_after_system_error = NO
1 restart_after_system_error = YES

The first value tell s tthe@mams ofitheonfiguratomofd s Syst e
Switchboard processes to start. The next two settings tell it that it shouldtnbadailure occurs

in one of those processes, while the last value tells it to restart after such a {&itume of these

values are applicable onlyafuto_start_system_cfg is set.)

3.4.1 Running Apache as a service

If you installed theDicom Switchboad as a service, you can choose to configure Apache to run as a
service, too. This means that Apache will be started automatically when the computer starts and that
the Switchboardds web interface will ebe avail
intermittent usef someone who is using tilcom Switchboard occasionally and does not want the
Switchboard to be running continualbAnd even if you are running the Switchboard as a dedicated
application, you may not want the web interface tasiable constantly you might want to use

the web interface to configure the Switchboard but then turn Apache off to prevent others from
accessing the configuration optionghe script should set the necessary DCF environment variables
(these can be fourid thedsb_varsbat f i |l e i n the Switchboardds i n:
them.

But if you do want to have the Apache web interface available all the time, you can select this
checkbox, and Apache will be configured as an-atading service. Ifou want the service to be
started manually only, you should change it via similar steps as those described abovitanhe
Switchboard serviceNote that this option is only available if tBecom Switchboard is being
installed as a service.

For Linux: On Linux, to run Apache as a service, you need to create a startup script (usually in
letc/rc.d or a similar directory). The script should set the necessary DCF environment variables
(these can be found intdef.env f i | e i n t he 3ation direcoty)aadrexpors | nst
t hem. To run Ap awrhapachepu soe. t hTeo cskilnappmepid ,06 .us e
(SeeAppendix F: Additional Information on Apach®r more information about runing Apache as

a service.)
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3.5 Uninstalling the Dicom Switchboard

Before uninstalling th®icom Switchboard please be sure that you have stoppedihis is done by
opening theSwitchboardOperations Windovandc | i ¢ k i Stogplink. hYeu sfiould also sfpthe
Apache server by closing ti&wvitchboardVeb Server commangindow that is running Apache, or
stopping all instances of Apachie the Windows @sk Manager, doy killing Apache by pressing
CTRL-C in the command window that is runnitige Apachewebserver

Uninstalling theDicom Switchboardequiresdeletingthe files that were installeghd removing the
environmemsettings required fortt@ wi t c h bperatiorh®veell as the shortcuts from the Start
menu. These steps aatomated in thaninst-Switchboard.exeprogram provided. (Remember
that youmust be logged in with Administrator privileges to install/uninstallsystem and to adjust
the system requirements.)

To uninstall:

T CIl i ¢k Uninstall Swigchbbard option intheDicom Switchboad program grougrom
the Start menu.
(It may also be uninstalled via the Add/Rem&regrams option on the Control Panel.)

Start Y All Programs Y Laurel Bridge Software Y DICOM Switchboard Y
Uninstall Dicom Switchboard

Note: If you have installed thBicom Switchboardas a service, you must stop it and change it to a
manually started service, via the Windows Control Panel and the Administrative Beasotes in
section3.4.

For Linux :

To uninstall theDicom Switchboard, rake sure that its executables and servers are not running (the
same commands for Windowkown abové e.g.,stopping the Switchboard and then running
kill_apache.pl ) and then simply del ete t hifgouSenthee c hbo
dcf_sysngr to run as a service (as described above), you may need to kill that process before

deleting the Switchboard.
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& DICOM Switchboard(tm) Uninstall: Uninstalling

Uninztall DICOM Switchboard[tm]
Remoyve DICOM Switchboard{tm) From wour computer, t}

Remove Folder: CiProgram FilesiDICOM Switchboarditmp

Deleting C:\Program Files\DICOM Switchboard\binldcF_skore_scp.exe from the Firew... A
The Following helper DLL cannot be loaded: DGMET.OLL,
Ok,

Remove Folder: Ci\Program FilesiDICOM Switchboardibin
Remave Folder: CiiProgram FilesiDICOM Switchboardilib
Rermove Folder: CriProgram FilesiDICOM Switchboardiclasses
Remove folder: Ci\Program FilesiDICOM Switchboardilbs
Remaove Folder: CiiProgram Files\DICOM Switchboarditest
Remove Folder: Ci\Program FilesiDICOM Switchboardidewvel
Rerave Falder: Ci\Pragram FilesiDICOM Switchboardichg
Remaove Folder: CiiProgram FilesiDICOM Switchboarditmp

Figure 81 Uninstalling the Dicom Switchboard

3.6 Upgrading to a newer Switchboard

If you have an older version of tilecom Switchboard, you probably have many mapping rules and
filters that you want to use when you upgrade
want to have to enter all the mapping rules or filters again.DItem Switchboard provides

seweral utilities that can help you in upgrading y@ucom Switchboard.

The basic process is () save the mapping rules and filters from the older Switchb¢2yd,
uninstallthe old Switchboard3) install the newer version, and th@t) import the maping rules
and filters.

1. Save the existing mapping rules and filters:

1 To save the global filters:
These are saved as files in the directoryrogram Files/ Dicom
Switchboard/cfg/dicom/filter_sets . Copy the files in this directory into a

location where yo can save them after you have uninstalled the old version of the
Switchboard.(Note: private filters are stored in the mapping rules themselves, so
they will be copied automatically as part of the procedures below for the mapping
rules.)

i To save the magng rules:
o From the Windows Start menu, select the Switchboard uiiltyort and Export
Mapping Rul eso.
(See Section2.9Import and Export Mapping Rulésr more information on this
utility and howto use it orLinux.)
0 Select the option to Export mapping rules and then specify a naitte fidle forthe
mapping rules to be saved in.
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o Thefile wi t h t he magdpmapping_ruled wellde c(eaterhy the rgot
of the Svitchboard installatio ,  eC:/Pgpgram Fild$/ Dicom
Switchboard/old_mapping_rules 0 .Copy this file into a location where you can
save them after you have uninstalled tltev@rsion of the Switchboard.

2. Uninstall the old version of the Switchbdar

3. Install the new versionf theDicom Switchboard.
1 You may need to update your configuration settings to use the same port and maximum
connection values that you had previously. (See Sett@onfiguringthe Dicom
Switchboardor how to set these values.)

4. Import the mapping rules and filters into the new Switchboard.

1 To import the old fters into the new Switchboard:
o Fromthe Windows Stat menu, s el lmpottfiterbed. ut i | ity to
(SeeAppendix B Sectionl for more information on this utility.)
o Inthe user interfaceelect the file with the old filters (select the file from wherever
you saved it) The utilitywill import the filters and notify the Switchlbeod that new
filters exist. Notethat it will overwrite any existingjlter sets with the same nalsg
o (Alternatively, you can just copy the old filter set file into the Switchboard's

cfg/dicom/filter_sets directory andhen restart the Switchboard.)
1 To import the old mapping rules:
o Fromthe Windows Stat menu, s el Imgoitand Export ndppidgi ty t o
rul.eso

(See Sectiod2.9Import and Export Mapping Ruldsr more information on this
utility and how to use it ohinux.)

0 Select theoption to Import mapping rules.

o0 Select the file with the mapping rules fromwhereypey u s aved i t. and c
The new mapping rules will be imported intetSwitchboard's configuratiofNote
that if theres already a mappingile with an existing name,reewmapping rule
name will be given to the imported ruleules arenot overwritten.

o Restart the Switchboaldee Sectiod.1 Starting theDicom Switchboard to use the
updated mapping rulesfou may wish to edit the mapping rules to remove duplicate
rules or rename the rules or whatefsse Sectiod.2 Mapping Rule Editofor
information on how to atlithe mapping rules).

Switchboard User Manu#B.3.30¢ Copyright2007-2012 Laurel Bridge Software, Inc. All Rights Reserved v221



Pagel8

4 Running the DicomMm Switchboard

4.1 Starting the Dicom Switchboard

A web-based interface is used to control and to configur®them Switchboard A web server
runsonthe&Ss wi t ¢ h hostaystdng allowing both local and remote astesheSwitchboard
configurationand monitoringutilities. The web server must first be started in order to operate the
Dicom Switchboard The steps to start the web server and accesswhe t ¢ h web anterfased
are described here.

For Windows:

From the WindowsStartme n u , Lsawdl Bridge Softwarg fiDicom Switchboard and then
fiStartSwitchboar@. This starts an Apachweeb server, then startstBew i t ¢ h beovers (il these
are not already started), and, finally, opens a web browsgrdhms to theSwitchboardOperations
Window (describedbelowin Chapterb).

Start Y All Programs Y Laurel Bridge Software Y DICOM Switchboard Y Start
Switchboard

f@ DICOM Switchboard 3.3.2c uj Documnentation

3 Utilities
Start Switchboard
Bl Switchboard Command Prompt

'E:j Uninstall Switchboard

Figure 91 Start Menu option for the Dicom Switchboard

For Linux:

Open a command terminaléncdd to the directory where you installed thecom Switchboard Set
the environment bfidottingd the dcf.env environment filéi( ./dcf.env 0). (Recall that this is
ref er r eS3WitchbmardLsux &onfinand Termioal )

Start the Apache web server for hecom Switchboardoy running the command
run_apache. pl .

Open a browser window and point it to the machine hostinBittem Switchboardand the Apache
port you specified when you set up twitchboarde.g.,http://mymachine:808 1.

Click the Start link to start theDicom Switchboardand its servers)f it is not already started.

Running the Switchboard without the Web server on Linux

You maywant to run the Switchboard without the web seiveret 6 s say t hat you
exactly as you want it, and you wahe Switchboard but not Apaché to start automatically when

the server boots up. To do this, you will need to add the DCF environment variables (these can be
seen in the dcf.env file in the Switchboardéds
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scripti be sure that their Waes are being properly exported so that they can be w$selthe
following commands to start and stop the Switchboard:

To start the Switchboard:
$DCF_ROOT/bin/dcfrestart.pl i ¢ $DCF_CFG/systems/dsb_switch_unix.cfg

To stop the Switchboard:
$DCF_ROOT/bin/dcfstop.pl

Note: DCF_ROQOT is the directory where you installed the Switchboard. Depending on your PATH
settings, you may be able to omit A3$DGCEIROOT/
the paths to the scripts if you so desire.

These commandsnd their equivalents on Windows) can also be used to start and stop the
Switchboard manually, without using the web interface.

4.2 Verifying the Dicom Switchboard& Operation

Now that you have installed tizacom Switchboardand started it, you may wish noake sure that it

is operating correctlyTheDicom Switchboarcc o mes fAout of the boxo wit
makes it simple to test that it is workingt includes mapping rules that allow you to perform an

Echo t esttodbaoiltin Oicpm ferficadion (Echo) Servewithout making any changes to

the Switchboardconfiguration

1. FromtheSwitchboardOp er at i ons Wi n dvew StatitsMontak. t hBhil § nWw
openamonitoringapplet in a new window.

2. From the Windows Start menu, launtieS wi t ¢ h BEah&Glieht s

Start Y All Programs Y Laurel Bridge Software Y DICOM
Switchboard Y Utilities Y Run Echo Client

i DICOM Switchboard 3.3.2¢ B [/ Documentation C

fﬁ Lkilities * Import and Export Mapping Rules
Start Switchboard Import Filker sek
B Switchboard Command Prompt [ Install new license

'-gj Uninstall Switchboard Run Echo Client

Run Mapping Rule Tesker

Fun Query Clienk

Figure 101 Dicom Switchboard utilities menu

For Linux: From aSwitchboard Linux Command Termindhunch the Echo Client via:
<instdir>  /bin/JEcho_SCU.bash
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3. Cl i c kSendChcemBth@d button, and watch the Status
a green line of data, indicating that the Echo request is going throuBictbie Switchboard
(totheSwi t ¢ h Eah@SCR)0 Also, the Echacent shoul d s hbEchw A Suc:
Status box.

4. Your Dicom Switchboards working! The rest of this manual will guide you on configuring
theDicom Switchboardor your owncustom monitoring, routing, and filteringeeds.

(Sectionl12.1has more information on this test amuusing the Echo SCU and SCs&e Section
12.4for information on testing and using the Store SCU and.SCP
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5 Switchboard Operations Window

This is the screen that appears wigen start thddicom Switchboardrom the Windows Start menu
or from the desktop shortc(if you chose to create one during installaion

P4 DICOM Switchboard™

Host: dawg Home: Operations Port: 2001

Start | Stop Status: Running

( Configuration U Logging U Utilities L

Click a tab above to select from its options.

More information is available in the User Manual,
accessible from the Windows Start menu.

DCF: Advanced Options

About Demonstration
210002010 |/ LAUREL BRIDGE

Figure 117 Dicom Switchboard: Main Operations Window

This window is the central contrpbint for theDicom Switchboardand its operations. From here
you can select any of the options for configuring@ineom Switchboardediting its Mapping Rules
andFilter Ses, operating it, or using its utilities.

This window also provides a snapshbthe status of th®icom Switchboardand important
information about its operation. ItsstatuBRu n ni n g 0 i nabdvéd @n be seamimpthee
upper right The statuss also shown in the light green frame around thedawy; thiswill be light
red if the Switchboard is stoppedou can start and stop tisvitchboardrom this page.The host
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and port for theSwitchboardare in the upper left and upper right corneespectivelymaking it
easy to know how your modaés should be reconfigured to communicate withQileeom
Switchboard

From this window you can select the Configuration, Logging, or Utilities tabs to access each of their
options.

%1 DICOM Switchboard™ W4 DICOM Switchboard™
S Home: Operations Port: 2001 Home: Operations
Start | Stop Status: Running Start | Stop Status: Running
Configuration W ( Logging ] ( Utilities W Configuration W ( Logging 1 ( Utilities 1
Configure Switchboard Clear Log Files View Log Files
Edit Mapping Rules Set Logging Verbosity View Real Time Log
Edit Mapping Rules

Edit Global Filter Sets

pti DCF: Advanced Options
DCF: Advanced Options DCEF: Advanced Options

About Demonstration
219022010 [//LAUREL BRIDGE

About Demonstration
219920010 [//LAUREL BRIDGE

W4 DICOM Switchboard™

Host: dawg Home: Operations Port: 2001
Start | Stop Status: Running
Configuration 1 f Logging 1 ( TUtilities L

Yiew Status Monitor

Display a file's data set

Filter a DICOM file

DCEF: Advanced Options

About Demonstration
219022010 [//LAUREL BRIDGE

Figure 127 Dicom Switchboard: Operations Tabs
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The Configuration tab has options such as setting upttem S wi t c¢ h bltersandltides
mapping rules. The Logging tab lets you view the log files, access thd iRealog, and adjust
the logging verbosity (to help you debug problems). Thigies tab lets you view the Status
Monitor, as well as letting you use web interfaces to other utilities.

TheDicom Switchboard is built on the Laurel Bridge Softwaneom Connectivity Framework

(DCF). There are many more advanced ways to configudenaodify theS wi t ¢ h bebaviord 6 s
including more debugging flags that can be enabled or more configuration options to select. Access
thescby clicking on the fADCEF:optidrdareadesgreed for@4perienoed s 0
users of the DCF ahshould be used with caution, but they are available should you need them.

/= DCF Remote Service Interface - Windows Internet Explorer |ZHE|[E|
@.\— I |E, http:f dawg: 5081 fegirbingdef _index.dcfpl V| | X |wnot | 2~

e — - . »
v ISSLI@VEW Customer Accesses [&DCF Remote Service Inte... X l l ﬁ - B e v |k Page - (0F Tools -

DCF™ Remote Service Interface

DCF Home: Operations

Status: Running

Start with dsb_switch_win32 cfg Shutdown DCF Processes

Choose a configuration)

Clear Log Files View Log Files
Remove all logs

Set Debug Flags View Real-Time Log
Configure dsb switch win32.cfg View/Edit Configuration Files

Edit Global Filter Sets

Edit Extended Data Dictionary View DCF Ounline Documentation
About Home
219002007 [[/ILAUREL BRIDGE
& Local intranet 100 -

Figure 131 DCF: Advanced Operations

For example, if you click on t(dseeedbovarkFigirtecConf i g
13), you can also adjust more attributes than those sbelowin Chapter7, Configuringthe

Dicom Switchboard additional settings sludingthe maximum sizes of the log files and timeout
valuesfor the servers
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6 Step-by-Step Setup Guide
This section willguide you through each step of startihgDicom Switchboard These are the

basic steps, sooy shouldconsulttheappropriate chaptsof the manual for mordetailon each of
these steps and the options available to you.

1. Start the system as describedSectiond.1above

2. You may wish to clear the log files before monitoffitigering any connetions; do this by
c | i c k iCrear Lag Riles liik on the Logging tab(This will make it easier to interpret
the data by removingwg old connection information.)

3. ConfiguretheSs wi t c h postsaanddother settinggsy s el e Cdrfigutreg t he
Switchboardlinkf r om t he f Co n(Thesg and adtitiomahssttingstnasb be
accessed IDEF: Adganced Qpiiorsgnd tfien théiConfigure
dsb switch_win32.cfg o pt i o@onflgwed st h & wii t c bption if yoxarec f g 0
running onLinux].) You may need to modify your firewall configuration to allow
communication on the selected p@hd ont h e w e b selectecportandiosby the
Swi t chboar do(See €mmdr CoafguringtheDscom Switchboardor more
information.)

4. StarttheFil er Set Edi t dditGlohal Fitdr Sesslink. mhis witl dpen ughi an
applet in a new window. You may use the applet to view and edit the sgtdbalfilters
used by théicom Switchboard (SeeChapterl3 Dicom SwitchboardApplet Issuedor
information about the applets used by Bheom Switchboard)

5. Create the filters to be used by heom Switchboard You may create new sets of shared
(or global) filters and add filters to them; the filters to use will be selected when you set up
the mapping rules belowGlobal filters are a convenience for when you need to attach the
same filters to multiple mappingles. You can also create filters that are specific to each
mapping rulé see8.2 Creating Filters and Filter Seftsr more information.)

Filters may be created to remove elements, to replace the vaoesement, to modify an
elemends value with regular expressions, or even to modify the pixel data itself-by bit
shifting it. (SeeSection8.2 Creating Filters and Filter Seftsr more information on he to
use the Filter Editoor for more detail on the types of filters built into tBeitchboard

There is a brief guide to the filters at the beginninGlafpter8 Filters andFilter Sets)

Note that if your filters are operating on private tagsments (VR: UN)you should add the
t ags ExendedbataDific t i cotlat thye @ontent of the element is correctly
interpreted this is described iAppendix E: Editing the Extended Data Dictionary

If you need many similar filters (e.g., hundreds or thousandspmaendix G: Using&
Creating ManyMapping Rulegor information on howd use scripts to create them in batch
mode.

When you are donexit the Filter SeEditor by closing the window.

6. StarttheSwi t ¢ h Mappimgd 6RBu | e Ed i t oEdit Mapping Ruleslikki ng t he
This will open up an applet in a new window. You maythseapplet to view and edit the
mapping rules used by tilecom Switchboard

7. Add new mapping rules or edit the existing mapping rules as necessary for your systems.
You will have to modifytheréd s i n or der t ®areihandledbytli@eomwh at /
Switchboardand where the data for such &ks sentNote that any changes to the mapping
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ruleswi | | not t ak Savednd Apmythemi this will copnatthe ¢hanges to
disk and load them into tH&witchboard

If any of the rules usB F i d d eN pyduesldould attach filters to each rule that needs to

filter the data. Yu may edit their filters througihhte Mappi ng RulEdt Edi t or
Global Filter Setdfrom theSwitchboardOperations Window to edit any global filters in use.
(Local, private filters may be edited right in the Mapping Rule Editor.) Select or create th

filters that you wish to use.

SeeSection9.2 Mapping Rule Editofor help on using the Rule Editor; sBection9.1
About Mapping Rule$or informationon how the mapping rules worklhe examples in
Section9.2.7can help you understand how to configure your mapping rules.

If you need many similar mgmg rules (e.g., hundreds or thousands) Aggeendix G:
Using & Creating ManyMapping Ruledor information on how to use scripts to create them
in batch mode.

8. Once you have made all the changeswilh, exit the Mapping Rule Editor by closing the
window. (Remembert oSawe and Applyyour changes.)

9. You may adjust the amount of information about the connedti@iss logged by clicking
o nSefiLogging Verbosityfrom the Logging taland selectinghe data that you wish to
have logged. (The fields aremore or les$ increasing in verbaty from top to bottom.)
C | i $ake these settings for next timkthe logging changes should be used the next time
theDicom Switchboards started. (Note thébgging changes dootrequire theSwitchboard
to be restarted.)

10. The Dicom Switchboardmust be restarted before the new mapping rules and configuration
settingswilltakeef ct , s o r est ar bntheSwitdnhoardperatioksipagg. 1 St
You arereturned to th&witchboardOperations page after the system has stopped. Once it
has stopped, restart tbecom Switchboardo y ¢ | iStark on thgSwitchboard
Opeations page.

11.Configure any clients that are to use Bheom Switchboard by changingtie host and port
that they are sending to. (TBew i t ¢ h poot anforchatien was set byou back in step #3
u s i n gConfigureSwitchboard page. Remember that you may need to adjust your
firewallGs configuration for the new porésd for the Switchbagad 6 s.) Gngepyaur clients
are configured, proceed with your tests. (6deMonitoring / Filtering an Associatiobelow
for more information on configuring a connection to treeDicom Switchboard)

12.Configure the destinations as necessary to receive froDitioas Switchboard. This may
include setting them to recognize communi c

13.You may observe the state of the connections througbit@v Switchboardoy launching
the Status Monitorapplet t hi s i s d o Wiew Skatus Mohitodbtink onrthg t he
Utilities tab of theSwitchboardOperations page. This applet displays information about the
current connections to ti&icom Switchbard | flightsolare nofiflashing, it means that
there is no activity through tH&icom Switchboarg you may want to make sure that your
mapping rules are correct and that your clients (configured in the previous step) are sending
to theDicom Switchbard.

14. Another way to verify that thBicom Switchboards operating correctly is to wethe log
files generated by.iEvery connection that goes through $he i t ¢ h Rau@rrgenérates
a log message that displays its information, both incoming (iet8whtchboard and
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outgoing(onta t s dest i nat Vewlpg File®link ankhe ltogging tabell i

take you to a page displaying all the log files generated byitt@v Switchboarg here you

may select a log file to view in your browser. Tisgstem.log and the log file for the

fAdcf_switcto will contain information on transactions being processed b$Wiechboard A

simple way to check that tf&witchboards opg at i ng cor r e echdthroughs t o
theDicom Switchboardand then clck the log files to see that the passage of the data is
logged.

6.1 Monitoring / Filtering an Association

TheDicom Switchboardmust be interposed in a connection in order to monitor it and filter the data:
SCUs send their data to tbecom Switchboard which sends it on to the SCPs.

1. Using the Mapping Rule Editor, create a mapping rule that will take data matching the
desired AE and send it on to the appraprea S CP . Ma k e shosbandfigoottu h a v
fields for the SCP set correctly. (Recall thangochanges to the mapping rules may require
theDicom Switchboardo be restarted.)

2. Configure the SCU so that it sends its data tdia®m Switchboardnstead of directly to
the SCP. Primarily this means changing the destination address and poi$Gtitie be the
host and port of thBicom Switchboard.

3. If necessary, configure the SCP to accept connections from the Switchbbés dould
mean, for example, configuring it to accep
recognize the new AE kgs from the Switchboard.

4. Run your connections and tests. You may find that adjusting the logging verbosity will make
it easier to determine any problems that may exist in the connection.

Note: As you test your Switchbooearldbts cyoonufri gluersa
database or cache periodically. This is because users often test the Switchboard by sending the same
image multiple times. In many cases, the receiving SCP will correctly receive the image the first

time; after that, it wi think that it already has the image and so report success but it will not have
actually received the imaget couldreport success but just throw the incoming image aamaly

use the previously cached datéthis happens, you may not see the deskieditle or filter

changes. Clearing the destinationds database
problem.
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7 Configuring the Dicom Switchboard

The Configuration screeallows the user to séte basidicom communications settingsrfthe
application It is particularly important that you note the TCP Ruming used this is the port that
devices will use when they sebacom data to thédicom Switchboard

Figure 1471 DicoM Switchboard: Configuration Wind ow
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