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Conventions

The following font conventions are followed throughout this document:

Bold
is used for definition of terms.

Constant Width Italics
is used for filenames, directory names, URLs, commands to runs, and developer actions.

Italics
is used for emphasis.

Constant Width Large

is used for DCF class names, component names, interfaces, or method names when they appear
wi thin this texbNathodenanes ae showmwith the usual () notation.

Constant Width Small
is used for code blocks or specific roode file contents.
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1. Overview

The Dicom Connectivity Framework or DCF i is a software product that enables a medical imaging
systemi printer, scanner, modality, archive device, workstation,lei.communicate with other

devices over a network, using thecom version 3 protocol. By using the DCF, an OEM can provide
Dicom connectivity for their device with a minimum of effort. TBEF provides much more than

Dicowm librariesi Common Services Componentoallan OEM to produce commercigliality

applications without having to reinvent such facilities as logging, configuration data management, and
process control. The DCF developmentironment allows developers to focus on adding value to their
products and getting to market quickly.

TheDicom Connectivity Framework supports modular programming and mixed language development
environments. In most lareggeale software development etf there are multiple languages or
technologies involved, possibly multiple target platforms, and multiple developers working on different
subsystems. Managing these processes and technologies is at beshsomaing and tediotsat

worst it can be aightmare The DCF provides technology to simplify these complex software
development tasks.

The DCF can be used in two distinct ways. First, where local conventions, file system layout, build
processesand suclare well established, DCF applications &ibdaries can be used like any other

software tool productpoint your makefiles and/or IDE settings and various environment variables to
the DCEF library, include, and binary directories, and go. The second approach uses the DCF to help
organiz the struture of applicationsnd automate much of the process. The DCF will generate
makefiles, Windows Visual Studio project files, debug/trace instrumentation for your code,
configuration files, and API documentation. The DCF encourages-iiieref both softwa& AND the
processes used to create and manage that software. The DCF performs all of these tasks using Laurel
Bridge Software proprietary technologies, along withHoédireed commercial or open source

software products.

The DCF can be used to creBieom solutions in the Microsoft .NET environment, using C# or other
.NET programming languages.

1.1. System Architecture Overview

The DCF is a modular system, made up of various software components. These software components
are combined wi t bnatpdrteula®derivpdtsr platforin to foamraeystem. DCF
components are tested by Laurel Bridge in the context of various systems. Ohanu@EM will be
defininghis own system configuration. The OEM system may resemble one of the DCF sample
systems, oit may be something altogether different.

A componentis a reusable, independently built, unit of code.

A platform is the computing environment on which DCF components run. This includes hardware,
operating system, and any thipdrty software that muselpresent on the system.

A systemis the combination of one platform and some number of software components.

DCF - Developers Guide Copyright2011, Laurel Bridge Software, Inc. All Rights Reserved v 2.39



Page2

1.2. An Example DCF Application

The following diagram shows the structure of a typical DCF applicating@am storage service class
provider).

DCFUtil
DCS DSS (DCF Utilities)
Application Support (Dicom Store

Libraries (Dicom Core Services) Services) DCF
(DCF common
facilities)

CDSs APC ‘ DDS ‘

Common Services
Interface Libraries [ LOG J

Common _SerVI_ces LOG a CDS a APC a DDS_a
AdapterLibraries

DBMS
Platform (Operating
System / H/W)
Mass Storage
Figure 1: Typical DCF-basedDicom server application
The diagram shows the division of DCF |ibrarie:

Adcf store_scpo appl i ctypdnofortheapphgatoom Buring.initializatiors, i s
dcf_store_scp installs the selected Common Services Adapters, and then uses objects in the DCS and
DSS libraries to perform the real work of implementing the Storage SCP.

The | ibrariesnisupgpmer th@a plpd PieoravwgikeThd CS hbraty prevides e a |
the basic classes fancowm attributes or elements, data sets, PDUs, DIMSE messages, as well as higher
level classes such associationManager , DicomAssociation , for easily managing uoitiple

concurrent association®jcomDataDictionary , humerous classes for network and file I/0O and Data
set/Image filtering.
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The DSS library provides thi&toreSCP class which registers as the handler for all Storage
presentation contexts-8StoreRequesimessages are dispatchedstoreSCP .

The Aicommon services interfacedo | ayer provides
application configuration, process control, and data storage/reti&®oaSCP invokes the

storeObject() method on the DS (Dicom Data Service) interface to locally store the dataset
contained in the StoreRequest message.

The Aicommon services adaptero | ayer provides ¢
LOG adapter (LOG_a) library writes log messages to eitteefile system or the LOG Server, via the

DLOG (Distributed LOG) CORBA interface. The Configuration Data Service adapter (CDS_a)

accesses configuration data from either the file system or the DCDS_Server, using the DCDS
(Distributed CDS) CORBA interfac&@heDicom Data Service adapter might store image or SOP

instance data to the file system, and may store header data in an SQL database system. An OEM that
wishes to customize the behavior of the store_scp for example to use a locally defined schema needs
only i mpl e me nstoreGbjacd) fawu.ncTthendeviel oper can opt to
concurrent network associations, DIMSE messages, and other cdinptax details. See the section

i WitingaCu st omi zed St or asg)dor & @rmple(of®eending the

DicomDataService  implementation.
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1.3. Components

The DCF is designed as a collection of components. ComponehtsYCi- are rather lareggrained,

along the lines of Apackagemoiinntbder UMLNt et mée n
as opposed to some systems where Acomponento i
lead to a more fingrained component architecture.

A DCF Component that is used directly by Microsoft. NET clientsisdeleed as a bi nary i
along with associated configuration data.

1.3.1. Component Classification

Each component or part of a DCF based software system is one of the supported component physical
types (sed.2.1.9. All component®f a given type share a common structure. Once you have

determined what type of component you need, there is no need to waste time deciding how to manage
the runtime or build configuration information, how to instrument the component, how to arrange the
saurce files for that component, etc. API documentation for components can be automatically
generated. Functional or technical specifications, test plans, and other important documents can be
organized along component boundaries, providing additional steugihal consistency to your

development processes. DCF components may also be classified in terms of their category or functional

type.

1.3.1.1. DCF Component Categories

Type Description

Dicom Applications Executable programs which functionaBicom SCU or
SCP,plusvariousotherDicom utilities

Applications DCF support applications and other executable programs

Common Services Interface Libraries Interfaces to horizontal services

Common Services Adapter Libraries Implementations of horizontal services

Application Support Libraries Interfaces and implementations of vertical services

IDL Interface Libraries CORBA interfaceg¢Java and C++ only)

Miscellaneous Scripts and other items

Examples Library or Application components used to demonstrate u
of the DCF

Tests Components used to test other DCF components
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DCF Component Physical Types

Type Description

cpp_lib C++ shared library
Unix: a .so file, and accompanying header (.h) files
Windows: a .dll file, .lib file and accompanying .h files

cpp_lib_src C++ shared library source
Source code and header files that are logically separate, but compiled (and in the/nsowb
DLL, linked) together with other cpp_lib_src components to form a cpp_lib_pkg. See
cpp_lib_pkg.

cpp_lib_pkg C++ shared library paeige
Unix: a .so file, and accompanying header (.h) files
Windows: a .dll file, .lib file and accompanying .h files
A cpp_lib_pkg combines multiple cpp_lib_src components into a single buildable componer
Components that have circular dependencies calefiged separately (cpp_lib_src) but built ag
one (cpp_lib_pkg). This becomes an issue only when buildigan d ows dl | t hg
with other libraries, resolving any external symbol references.

java_lib Java shared library
A DCF Java shared librarcorresponds to a Java package. The primary deliverable is a direc
of .class files, or a .jar

cs_lib C# library
A DCF C# library corresponds to a .NET assembly. The primary deliverable is a dll file.
DCF . Net assembl vy dIHal@Gsenbly@che gy the isstallatioe mrogran
You can register assemblies manually usi:

cpp_app C++ application
An applicationor binary program. Every application has a default configuration file (which wi
ultimately be reresented as a CFGGroup object). This application configuration file containg
copy of the component configuration file from each C++ library component used by the
application.
Application names must be unique, iz C++ app and a Java app cannot hheesame name.

cpp_jni_lib C++ JINI library- Java native invocation lib

cpp_com_lib C++ dll that implements one or more COM interfaces. Similar to VS ATL dll project

cpp_ipc_app C++ application that implements a COM interface in a server proc, andugdporss CORBA
communications.

java_app Java application
A Java executable is |ike a Java srmam@ped I
function, and that there is an application configuration file, like a c++ application.

cs_app C# appliation

cs_win_app C#Windows GUlapplication

idl_lib IDL interface

An IDL interface corresponds to an IDL module. The result of building an IDL interface is C
shared library, and associated header files, and a Java shared library.
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1.3.2. Selected DCF Components Organized by Category

1.3.2.1. Dicom Applications
Name Component Description
Type

dcf_analyze cpp_app DisplayDicowm file information- creates pixel data value histogram,
and other statistics

dcf_create_fileset cpp_app Create a DICOMDIR index file from a ttection of Dicowm files

dcf_dump cpp_app Print the contents af DicoM file to the console automatically detects
file encoding

dcf_echo_scp cpp_app Dicom Verification Service Class Provideused primarily for testing

dcf_echo_scu cpp_app Dicom Verification Service Class Useused to ping ®ICoM server

dcf_filter cpp_app Apply filtering operations to ®icom file, creating a modified file

dcf_mod cpp_app Perform modifications to Bicom file, creating a nevdicoM file

dcf_mpps_scu cpp_app Dicom Modality Performed Procedure Step Service Class Ussed
to send an MPPS object to a server

dcf_mwl_scp cpp_app Dicom Modality Worklist/Performed Procedure Step Service Class
Provider

dcf_mwl_scu cpp_app Dicom Modality Worklist Service Class Useused to retrieve a list o
worklist items from a server

dcf_pg cpp_app Dicom Test Pattern Generatocreates images or othBrcowm file
types

dcf_print_scp cpp_app DicoMm Print Service Class Provider

dcf_print_scu cpp_app DicoM Print Service Class Useused to send sheets of images to a
server

dcf _gr_scp cpp_app DicoM Query Retrieve Service Class Provider

dcf_qgr_scu cpp_app Dicom Query Retrieve Service Class Usersed to query or move se|
of objects from a server

dcf_store_scp cpp_app Dicom Storag Service Class Provider

dcf_store_scu cpp_app Dicom Storage Service Class Usarsed to send objects to server fo
storage

dcf_storecommit_scu cpp_app Dicom Storage Commitment Service Class Usesed to request
commitment for long term storage of ebjs

dcm2jpeg cpp_app ConvertDicom images to JPEG or JPEG2000

jdcf_ImageViewer java_app Java app for viewin@icom images

1.3.2.2.  Non Dicom Applications
Name Component Description
Type
apc_client cpp_app Command line client for Application Control
cds_cqi cpp_app CGI program to set attributes in CDS via shortcuts
cds_client cpp_app Command line client for Configuration Data Service
dcf_info cpp_app Display DCF version and system information
hex_dump cpp_app Formattechexadecimatlisplay for files
sdfcgi cpp_app Set debug flags WWW(gi-bin program
sdfgroup_cgi cpp_app Set debug flags as group8/WW cgi-bin program for DCF
dcf_sysmgr cpp_ipc_app | DCF System Manager
NDCDS_Server cs_app C# Configuration DataBase Server
DCF - Developers Guide Copyright2011, Laurel Bridge Software, Inc. All Rights Reserved v 2.39
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CfgEdit java_app Configuration progran for Java CDS/CDS_a components
DCDS_Server java_app Distributed Config Data Servicelava server for CDS data
storage/retrieval
DLOG_Server java_app Java server implementation of DLOG interface, for centralized log
facilities

FilterEditor java_app Editor for filters used by the DCF

FilterSetEditor java_app Editor for filter sets used by the DCF

Log_viewer java_app Java viewer of DLOG_Server output

PrinterServer java_app Java Printer Server application

Std_applets java_app Standard configuratiomformation for all applets to use

1.3.2.3. Examples

Name Component Type | Description

ex_cds cpp_app Example program that uses DCF common senA€&BS in
particular

ex_combo cpp_app Example program that uses a combination of DXPHGs for
Dicom image creationstorage, and printing

ex_create_file cpp_app Example program of using DCS component for creating a
Dicowm file

ex_dump_dicom_dir cpp_app Example program that dumps the contents of DicomDir.

ex_file_access_1 cpp_app Example program use é&fPI&to accesslata in aDicowm file

ex_hello_world cpp_app Example program that uses DCF common services to
implement the classic first application

ex_iod cpp_app Example program that uses IOD library component to acces
Information Object Descriptions

ex_notify cpp_app Example program that uses CDS services to create a simpl
distributed alarm delivery system.

ex_oemlog cpp_app Unit test for DCF LOG interface and OEMLOG_a custom
adapter example implementation

ex_print_element_value cpp_app Example program showingewy basic use oAPI&to access
data in aDicow file

ex_server cpp_app Example server program that uses DCF common services

ex_verification_scu cpp_app Example program that uses the DCS::VerificationSCU class

OEMLOG_a cpp_lib OEM LOG adapter examplecustom implementation of LOG
interface

ex_ndcf_create_fileset cs_app Create a DICOMDIR index file from a collection bicom
files

ex_ndcf_dump cs_app C# example app that read®acom file and displays to consol¢

ex_ndcf_filter cs_app Example using DCHilter classes to modify Bicow file

ex_ndcf_Helloworld cs_app C# example app logs.

ex_ndcf_ModPixelData cs_app C# example app that read®eacowm file, modifies the pixel
data, and creates a new file.

ex_ndcf_mwl_scu cs_app C# Dicom MWL Client example

ex_ndcf_simple_query_scu| cs_app C#Dicom Query Retrieve or MWL Client example.

ex_ndump_dicom_dir cSs_app C# example app that reads a DICOMDIR file and displays t
console

ex_necho_scu cs_app CS client app that demonstrates use of VerificationCliedt an
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Name Component Type | Description
DicomSCU in DCS lib

ex_nmpps_scu cs_app MPPS Example with source code.

ex_nmwl_scp cs_app CS server app that demonstrates use of QRServer and
DicomSCP in DCS lib

ex_nmwl_scu cs_app MWL Example with source code.

ex_nprint_client cs_app C# client apphat demonstrates use of PrintClient and DPS |

ex_nprint_element_value | cs_app C# example app that read®acowm file and displays one
element

ex_nprint_scu cs_app CS client app that demonstrates use of PrintClient and DPS

ex_ngr_scp cs_app CS serveapp that demonstrates use of QRServer and
DicomSCP in DCS lib

ex_ngr_scu cs_app Query Example with source code.

ex_nstorecommit_scp cs_app CS server app that demonstrates use of StoreServer and
DicomSCP in DCS lib

ex_nstorecommit_scu cs_app cs clientfor Storage Commitment SQffass

ex_nstore_client cs_app cs client for StoreClient and StoreSCU classes

ex_nstore_scp cs_app CS server app that demonstrates use of StoreServer and
DicomSCP in DCS lib

ncds_client cs_app Command line client for Configurian Data Service

OEMLOG_a cs_lib LOG Client Adapter C# example implementation of
DCF.LOGCIlient interface

ex_ndcf_CFGObserver cs_win_app CDS observer example application.

ex_ndcf_echo_scu cs_win_app C#Dicom Echo Client example.

ex_ndcf_ImageViewer cs win_app C# example image viewer uses DCS library

ex_ndcf_query_scu cs_win_app C#Dicom Query Retrieve or MWL Client example.

ex_jdcf_create_fileset java_app Create a DICOMDIR index file from a collection bicom
files

ex_jdcf_dcm2jai java_app Java exanple app that converi3icowm files to one of the
supported JAI file types

ex_jdcf_dcmview java_app Java example app that displayBiaom image using the JAI
APIG

ex_jdcf_dump java_app Java example app that prints the contentsicawm file to the
corsole

ex_jdcf_filter java_app Java app that read€acowm file, applies filters and writes a
new file

ex_jdcf_Helloworld java_app Java test application for DCF common services

ex_jdcf_jai2dcm java_app Java example app that one of the supported JAljies to
Dicom

ex_jdump_dicom_dir java_app Java example app that prints the contents of a DICOMDIR f
to the console.

ex_jecho_scu java_app Java client app that demonstrates use of VerificationClient ¢
DicomSCU in DCS lib

ex_jecho_scu_gui java_app Java client app that demonstrates use of VerificationSCU in
DCS lib

ex_jModPixelData java_app Java example app that readdiaom file, modifies the pixel
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Name

Component Type | Description

data, and creates a new file.

ex_jmpps_scu java_app MPPS Example with source code.

ex_jmwl_client java_app Example program showing use of D@8I& to implement
MWL client

ex_jmwl_scp java_app Java server app that demonstrates use of QRServer and

DicomSCP in DCS lib

ex_jmwl_scu java_app MWL Example with source code.

ex_jnotify java_app Java test apptation for DCF common services
ex_jprint_client java_app Java client app that demonstrates use of PrintClient and DR
ex_jprint_element_value | java_app Example program showing very basic us@\Biés to access

data in @Dicom file

ex_jprint_scu java_app Java client app that demonstrates use of PrintClient and DF

ex_jqr_scp java_app Java server app that demonstrates use of QRServer and
DicomSCP in DCS lib

ex_jgr_scu java_app Query Example with source code.

ex_jquery_scu java_app JavaDicom Quely Retrieve or MWL Client example

ex_jstorecommit_scp java_app Java server app that demonstrates use of StoreCommitSer

and StoreCommitSCP

ex_jstorecommit_scu

java_app java example SCU for Storage Commitment SI{Bs

ex_jstore_client

java_app Java clent app that demonstrates use of StoreClient and

DicomSCU in DCS lib

ex_jstore_scp java_app Java server app that demonstrates use of StoreServer and
StoreSCP
ex_jstore_scu java_app Java client app that demonstrates use of StoreClient and

DicomSCU in DCSib

jeds_client java_app Command line client for Configuration Data Service
OEMLOG_a java_lib LOG Adapter- java example implementation of LOG interfac
1.3.2.4. Common Service Interface Libs

Name Component Type | Description

APC cpp_lib_src Application Control C++ interface to startup, shutdown, event handling, :
application configuration serviceAPC,LOG,CDS combine into
DCF_DCFCore library

CDS cpp_lib_src Configuration Data ServiceC++ interface to hierarchical database for
application settings APCLOG,CDS combine into DCF_DCFCore library

DDS cpp_lib Dicom Data Service C++ interface to store/retrieve/search mass storage
services foDicom objects

LOG cpp_lib_src LOG - C++ interface to logging serviceAPC,LOG,CDS combine into
DCF_DCFCore libray

DCF cs_lib Dicom Connectivity Framework Common Services (also contains CDS, /
and LOG interfaces)

APC java_lib Application Control java interface to startup, shutdown, event handling, ¢
application configuration services

CDs java_lib Configuraton Data Service java interface to hierarchical database for
application settings

DCF - Developers Guide Copyright2011, Laurel Bridge Software, Inc. All Rights Reserved v 2.39



PagelO

1.3.2.5.  Common Service Implementation Libs
Name Component | Description
Type

APC_a cpp_lib Application Control Adapter C++ reference implementation of APC interface

CDS a cpp_lib Configuration Data Service Adapte€C++ reference implementation of CDS
interface

DDS a cpp_lib Dicom Data Service AdapterC++ reference implementation of DDS interface

LOG_a cpp_lib LOG Adapter- C++ reference implementation of LOG interface

APC a cs_lib Application Control Adapter C# reference implementation of DCF.AppControl
interface

CDS a cs_lib Configuration Data Service Adaptecs reference implementation of CDS interfa

DDS a cs_lib Dicom Data Service cs libraryC# interface to stre/retrieve/search mass store
services foDicom objects

LOG_a cs_lib LOG Client Adapter C# reference implementation of DCF.LOGClient interface

APC_a java_lib Application Control Adapter java reference implementation of APC interface

CDS_a java_lib Configuration Data Service Adaptejava reference implementation of CDS
interface

DDS_a java_lib Dicom Data Service AdapterJava reference implementation of DDS interface

LOG_a java_lib LOG Adapter- java reference implementation of LOG interface

1.3.2.6. Application Support Libs
Name Component | Description

Type

com_lbs_LOG_a_SyslogOutput_g cpp_jni_lib JNI (Java Native Interface) implementationldix syslog

LOGOutput.

com_lbs DCS_DicomTSCWCodg cpp_jni_lib JNI implementation for accessing JPEG compoeskbraries

boost_regex cpp_lib copy of boost regular expression source

DCF Uil cpp_lib Dicom Connectivity Framework Utilities

DCF _cl cpp_lib DCF control codes

DCF_gui cpp_lib Common look and feel elements for C++ CGls

DCs cpp_lib Dicom Core Servies- classes for accessiyycom data and
communicating wittDicom devices

DIS cpp_lib Dicom Information Services classes for HIS/RIS integratio
- Modality Worklist, MPPS, etc.

DPS cpp_lib Dicom Print Services classes fobicom Print clients and
sewvers

DSS cpp_lib Dicom Store Servicesclasses fobicom Store, Query
Retrieve, Storage Commit, DICOMDIR processing

IOD cpp_lib Information Object Descriptiohautogeneratedicom data
set wrapper classes

ljpegl2 cpp_lib 1JG JPEG lib with lossless fwh applied (12 bit build)

lijpegl16 cpp_lib 1JG JPEG lib with lossless patch applied (16 bit build)

ljpeg8 cpp_lib 1JG JPEG lib with lossless patch applied (8 bit build)

TSCW cpp_lib Transfer Syntax Codec Wrapper

TSCWAware cpp_lib Plugin to Aware Inc. JPEG codec
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Name Component | Description
Type

TSCWIIG cpp_lib Plugin for IJG JPEG codec

TSCWJasper cpp_lib Plugin for JasPer JPEG codec

DCFCore cpp_lib_pkg | Dicom Connectivity Framework Core interfaces library
package contains DCF, LOG, CDS, and APC library
components

DCF cpp_lib_src Dicom Connectivity Framework common modules

DCS cs_lib Dicom Core Services C# class library

DCS cs_lib Dicom Core Services C# class library

DDS cs_lib Dicom Data Service library C# interface to
store/retrieve/search mass store serviceDfooM objects

DIS cs_lib Dicom Information Services C# class library

DPS cs_lib Dicom Print Services C# class library

DSS cs_lib Dicom Store Services C# class library

IJGCodec cs_lib Dicowm transfer syntax codec using 1JG JPEG library

I0OD cs_lib GeneratedOD wrappers.

NDCDS cs_lib Configuration Data Service Adaptecs reference
implementation of CDS interface

DCF java_lib DCF commonly used classes

DCS java_lib Dicom Core Servicedava library

DCs java_lib Dicom Core Servicedava library

DDS java_lib Dicom Data Servicglava library- Java interface to
store/retrieve/search mass store serviceDfooM objects

DIS java_lib Dicom Information Services Java class library

DPS java_lib Dicom Print Services Java class library

DSS java_lib Dicowm Storage Servies Java class library

GUI_helper java_lib Java GUI helper classes

IOD java_lib Information Object Descriptionhautagenerateddicom data
set wrapper classes

OEMPrinter java_lib OEM Printer- reference implementation of OEBAva printer
code

1.3.2.7. IDL Interface Libs

Name Component Type | Description

DAPC idl_lib Distributed Application Control CORBA interface

DCDS idl_lib Distributed Configuration Data Service CORBA interface

DDCS idl_lib DistributedDicom Core Services CORBA interface

DDPS idl_lib DistributedDicom Print Services CORBA interface

DLOG idl_lib Distributed Log CORBA interface
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1.4. Platforms

The DCF defines a platform as the computer hardvegrerating system, and any thiparty tools or
programs that have been added to that system.

The curretly supported platforms for the DCF and a brief description of each are shown in the
following table.

DCF code is designed for portability. Contact Laurel Bridge Software for information regarding
additional platform support.

Platform Name Operating OS Version(s) |Processor Description
Sysem(s) Architecture
Linux_9 x86_gcc Linux 9.x x86 Intel X86 PC compatible

running Red Hat Linux 9.x,
GNU C++ tools, Sun JDK

Linux_11 x64 gcc Linux 11x X64 AMD 64 PC compatible
running Red Hat Linud 1.x,
GNU C++ toos, Sun JDK

Windows Windows 5.1 x86 Intel X86 PC compatible
NT_4 x86_VisualStudio7.x XP/2000 Service Pack 2 running Windows 2000 (NT
5.0), or

Windows XP (NT 5.1) with
Visual Studio7.x,

Microsoft. NET SDK,
Optionally: Sun JDK

Windows Windows XP | 5.1 x86 Intel X86 PC compatible
NT_4 x86_VisualStuid8.x Service Pack running

Windows XP (NT 5.1) with
Visual Studio8.x (2005)

Microsoft. NET2.0 SDK,
Optionally: Sun JDK

Windows Windows XP | 5.1 x86 Intel X86 PC compaltile
NT_4 x86_VisualStudig.x Service Pack 2 running

Windows XP (NT 5.1) with
Visual Studio 2008

Microsoft. NET2.0 SDK,
Optionally: Sun JDK

Windows Windows XP Server 2003 v5.2 AMD 64 AMD 64 PC compatible
NT_4 x4 VisualStudio8.x| x64 R2 (build 3790), runningWindows XP x64 with
ServicePack 2 Visual Studio 2005 Microsoft
.NET 2.0 SDK
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In practice, it is the OEM or system integrator who decides what a system is. For the purposes of DCF
development, we define a system as a specific platform running a specific set of application
componerg with their associated configuration data.

Giving a name to this particular combination of hardwarethafshelf software, DCF, and OEM
software provides a structure, which can be useful for defining tests. This structure helps during the
debugging, teésg, and potentially field support phases, providing a more concise way of answering

common
running at the time thatbca p pl i cat i on

guestio

andy with operating systers? 0

ns
f ai | e dcembination offappiicdtions e

| i ke:xyzh@WpbpendddohhkEookmpuke?PoH

eve

The following table lists examples of systems that are defined for internal DCF testing at Laurel Bridge:

Name

Description

all_servers_unix

All Dicom servers running on Unix platform

all_servers_win32

All Dicom servers running on Win32 platform

dcds_server_unix

Simple DCDS Server only configuration running on Unix platform

dcds_server_win32

Simple DCDS Server only configuration running on Win32 platform.

dcf_switch_unix

Dicom Switch @nfiguration with echo and sto&CR6s running on Unix
platform

dcf_switch_win32

Dicom Switch configuration with echo and std€Rs running on Win32
platform

jmwl_server_unix

Java Modality Worklist server configuration running on Unix platform

jmwl_server_win32

Java Modality Worklist server configuration running on Win32 platform

jgr_server_unix

Java QR server configuration running on Unix platform

jar_server_win32

Java QR server configuration running on Win32 platform

jstorecommit_scu_agentnix

Java Storage Commitment SCU Agent configuration running on UNIX platfg

jstorecommit_scu_agent_win32

Java Storage Commitment SCU Agent configuration running on Win32 plati

jstorecommit_server_unix

Java Storage Commitment Server configuratiomitig on Unix platform

jstorecommit_server_win32

Java Storage Commitment server configuration running on Win32 platform

jstore_server_unix

Java Store server configuration running on Unix platform

jstore_server_win32

Java Store server configuratiomning on Win32 platform

mwl_server_unix

Modality Worklist server configuration running on Unix platform

mwl_server_win32

Modality Worklist server configuration running on Win32 platform

ndcds_server_win32

Simple DCDS Server only configuration runniog Win32 platform.

nmwl_server_win32

C# Modality Worklist server configuration running on Win32 platform

ngr_server_win32

C# QR server configuration running on Win32 platform

nstorecommit_scu_agent_win33

C# Storage Commitment SCU Agent configurationning on Win32 platform

nstorecommit_server_win32

C# Storage Commitment Server with C# Storage Commitment SCU agent
configuration running on Win32 platform

nstore_server_win32

C# Store server configuration running on Win32 platform

only_jmwl_serve_unix

Java Modality Worklist server only configuration running on Unix platform

only_jmwl_server_win32

Java Modality Worklist servesnly configuration running on Win32 platform

only_jgr_server_unix

Java QR server only configuration running on Unixtfarm

only jgr_server_win32

Java QR serveonly configuration running on Win32 platform
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Name Description

only_jstore_server_unix Java Store server only configuration running on Unix platform
only_jstore_server_win32 Java Store servamly configuration running on WB2 platform
only_nstore_server_win32 C# Store server only configuration running on Win32 platform
print_server_unix Print server configuration running on Unix platform
print_server_win32 Print server configuration running on Win32 platform
gr_sener_unix Query Retrieve server configuration running on Unix platform
gr_server_win32 Query Retrieve server configuration running on Win32 platform
store_server_unix Store server configuration running on Unix platform
store_server_win32 Store serveranfiguration running on Win32 platform
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2. Installing the DCF

Follow the installation instructiontbatare located in the release notes file included on the distribution
CD; choose the appropriate instructions for your platform

Note: If you are installingon Vista or Windows 7, you may need to disable the UAC (User Access
Controls) in order for the DCF to be installed correcttyis also recommended that you choose an
alternate i nstal ICAHloineoDCRd i m e ¢CE @robyaro Filss i 6 DCFoa. s i

2.1. Multi-user vs. Single-user Installation

The DCF is designed to allow multiple developers to share a single server or host computer. Sharing a
host is not particularly difficult for users of some applications such as spr clientside

programsFor developers trying to perform the entire cycle of develop, deploy, executeiidebug

for an entire suite of client and server applications, sharing a host can be a serious ckaksrme.

installed into either shared or paser directoriesThe shared files are installed onaader the

directory given by the DCF_ROOT environment variable.

The DCF provides each developer a sandbox or virtual server environment that is isolated from all
other developers. The primary resources that must keesiohre files and TCP ports. Files that are
private to a developer are located under the directory given by the DCF_USER_ROOT environment
variable.

By setting environment variables appropriately all files can be installed under adsiegtery for a
simpler, singleuser configuration. FANindows developers this singleser installation is much more
common.

TCP port numbers for ori@icom server and thA&pache web server are automatically created for each
user. On UNIX hosts, th&pache web server porumber is 1000 + user id. Tiecom port is 2000 +
user id.

For example, if your UNIX user id is 1004 then your private web server will listen on port 2004. The
first Dicom server (SCP) application that you run will listen on port 3004.

Of course, these poonumbers are all specified in configuration files and can be manually set if needed.
If you need to run more than oBecom SCP process concurrently, you can use the
$DCF_FUNC{euid_plus,n  } macro to automatically generate additional port numbers basttko

current usds effective id.

2.2. DCF Shared Files

The shared directory (DCF_ROOQOT), e/gpt/DCF - X. X. X, or a similar location contains the
following subdirectories:

Installed Directory Description

/bin Prebuilt applications and scripts

Jclasses Prebuilt Java class files

b Prebuilt C++ shared | ibra
Jlib/perl5 Perl modules used by various scripts

Jdoc
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Installed Directory

Description

Jdoc/applications

Documentation for applications

./doc/components

./doc/components/java Generated documerttiian for Java components

.Jdoc/components/cc Generated documentation for C++ components

.Jdoc/components/cs Generated documentation for C#.NET components

./doc/components/idl Generated documentation for IDL components (COR
interfaces)

Jdocluserguide Miscellaneous technical documents

test Top of directory used for system test scripts and data

Jtest/cds Scripts and data files used to test CDS

Jtest/db Scripts and data files used to configure a sample
radiology database using postgreSQL.

Jtestprint Scripts and data files used to tBstom print SCP and
SCuU

test/qr Scripts and data files used to tBstom query retrieve
SCP and SCU

test/store Scripts and data files used to tBstom store SCP and

SCU

Jtest/worklist

Scripts and datalés used to test Modality Worklist, an
Modality Performed Procedure Step SCP and SCU

Jinclude C++ include files. Each C++ library component listed
above has an include directory of the same name.

Joem Files that are extracted during peser install

Jdevel Files used during development

Jdevell/lib Miscellaneous files to support development tools

Jdevel/libbommon

Common eémplates for makefiles and other files
generated by dcfmake.pl

2.3. DCF Per-user Files

A per-user directory (DCF_USER_ROOQOT), e pome/demo/DCF , or a similar location, contains the
following subdirectories:

User Directory

Description

Jdevel Top of development tree

Jdevel/cfgsrc Configuration sourcé these are configuration files
that are not generated

Jdevel/cfggen Configuration files that are generated by dcfmake.p

DCF-
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User Directory

Description

update_cds.pl

J/devel/cfggen/apps

Application configuration files

/devel/cfggen/apps/defaults

Default application config files, generated by
dcfmake.pl when C++ or Java applications are buill

/devel/cfggen/components

Component configuration filésthis is information
about library or other components that does not va
depending on the application that uses the comporn
There is a subdirectory below for each type of
component.

Jdevel/lib

Miscellaneas files to support development tools

Jdevel/csrc

C++ source code

Jdevel/cssrc

C#.Net source code

Jdevelljsrc

Java source code

Jdevellisrc

Idl source code

Jbin

Contains binaries that are built by the user

JIcfg

Configuration data that is usedrahtime. This data is
accessed by applications through the CDS interfac
This directory is populated initially by the
update_cds.pl utility, which combines files from
devel/cfgsrc and devel/cfggen.

Jcfglapps

Application configurations

cfg/components

Component configuration static information about
component$ i.e., not dependant on application
context

Jcfg/dicom

Miscellaneou®icom-related configuration files

Jcfglprocs

Processes This directory contains files each of whig
represents an aed process or DCF application. Wh
an application starts, a working copy of the applicat
configuration (e.qg../cfg/apps/defaults/store_server)
made. This copy is cal/l
configurati ono,foréxamptethip r
IS: ./cfg/procs/store_server.123 ) Changes can be
made to data in this object, whiotayimmediately
affect the associated process. This is how délags
are updated on a running application. Applications
not necessarily observing all data in thestance
configuration. Applications can observe data anywl
in the CDS repository, not just /progsee

notify _example)

Jcfg/systems

Definitions of system configurationrsised to start up
different combinations of processes for testing

Jcfgltest

Miscellaneous data used in testing
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User Directory

Description

Jcfgltmp Miscellaneous temporary data
Jtmp Temporary files created/used by DCF
Jtmp/log Default location of log files

Jtmp/scp_images

Images sent to print_server and store_server go he
by default.

Jtmpl/job_images

Images referenced by print jobs go hieyedefault

Jclasses Contains Java classes that are built by the user

b ContainsC++ libraries (.so files) that are built by the
user

Jinclude Contains include files used or created by the user.

/httpd (may be in another locatidne.g, /home/demo/httpd)

The peruserApache web server uses this directory.

DCF - Developers Guide
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2.4. The DCF Remote Service Interface

The DCF provides a web browser interface for service and testing tools. You can use this interface in
your develp ment or target environment, as 1S, Or Cus
service interface. All of the DCF weinsed utilities are optional aade not requiredo implement

Dicom SCU or SCP application¥hese web utilities can provida easy way for developers or field
service engineers to view or modify your appl i«
diagnosingoroblems that may occiirall that is needed is to run a web server and provide the web

utility scripts.

2.4.1. Running the Apache Web Server

If your system is not running a web server or if you have not opted to connect the DCF web pages and
cgi-bin executables into your syst&rdefault web server environment, you should rurAfbache web
server that has been canired for use with the DCF.

When the DCF was installedh &pacheweb server configuration was created. These files are in the
directory given by the environment variable DCF_HTTPD_ROOT. Each user on auseulti
development host can have an independebtseever. Start this server by typing the command

perl TS run_apache.pl
(SeeAppendix G: Using Perl with the DCFor information about invoking the Perl interpreter.)

2.4.1.1. Alternate Web Servers

It is possible to use the DCF with web servers other than Aga2ti such adicrosoft IIS or

Tomcat, but the DCF does not automatically come configured to use different web servers. If you want
to use a different web server, you have to conigury our web server of <choic
web pages and CGI scripts, and you may need to port the CGI scripts (which are written in Perl) to a
scripting language that your web server supports.

The configurations for theariousweb servers are tatifferent to be described here, but the basic steps
are as follow:

1. Setthewebs e r vdecundest rooto pointtot he DCF&6s web pages.

2. Configurethewe b server to parse the DCFO6s CGI scri
shouldconfigurethe scrpt interpreter tallow it torun Perl scripts. Alternatively, you can
translate the scripts into the scripting language of your choice and let your welpseseeand
serve them up that way.

3. You may need to configure your sergerit camunthe CGlser i pt s i n -BIRe DC
directory; for example, Apache uses the 0
scripts are located.

4. You may wi sh t o maddpdcheplt b e alBlidapathed c ra pttos siit ar
and stop your web servef you wish to use those scripts in your operation of the DCF.

F o6
Sct

The primary files of interest aes follows
1 The static HTML pages for the DCF are located in the directory $DCF_ROOT/httpd/html, for
e X a mCl\ erograrfiFiles \ DCR httpd \ html 0 .

1 The CGl scrips are located in $DCF_ROOT/httpd/dmii n , Ca&Pragram i
Files \ DCR httpd \cgi - bin 0 .
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1 You may wish to examine the web configuration file that comes with the DCF to wderst
how Apache is configuredhe fileis iISDCF_ROOT/httpd/conf/httpd.conf 0.

2.4.2. Connecting to the web server

Point the web browser of your choice to the addrfor the peuser web server. df example

http://yourhostname:2004 (where 2004 is replaced with the appropriate port)
or
http://yourhostname: 8080 ( typical for Windows installatins)

If your Apache port is 2004, you should see the IRéfote Service Interface. (Nothettypical
Apache port for Windows installations is 8080.

DCF™ Remote Service Interface

DCF Home: Operations

Status: Stopped

Start with all servers wini2.cfg Shtdown DCF Processes

(Choose a confizuration)

Clear Log Files View Log Files

(Rernove all logs)
Set Debug Flags Wiew Feal-Time Log
Confisure all servers win32.cfe View Fiit Confisuration Files

Edit Global Filter Sets

FEidit Fxtended Data Dictionary View DCF Online Documentation

About Hotmne
@1999-2007 LAUREL ERIDGE

Figure 2: DCF Remote Service InterfaceScreenExample

2.4.3. The DCF Remote Service Interface

The DCF provides a welbased user interface (see above) for accessing various system functions. The
DCF Remote Service Interfage the top level or home page for DCF service facilities.
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The DCFRemote Service Interfadgpically contains the filowing links:

71 Start with [DCF system config name] 1 Shutdown DCF Processes
(Choose a configuration) View Log Files
Clear Log Files (Remove all logs) View ReaiTime Log
Set Debug Flags View/Edit Configuration Files
Configure [DCF system config name]

Edit GlobalFilter Sets ! View DCF Online Documentation
Edit Extended Data Dictionary

= =4 =

= =4 -4 48 4

243.1. Start with é (Choose a configuration)

A collection of programs defined by a DCF system configuration file is started. There are several
system configurations defined which arsed for testing. See the directory
$DCF_USER_ROOT/cfg/systems for files which define various system configurations.

Back | Home

all servers win32 oty AT DICOM servers runmng on Win32 platform
deds server win32 ofp Stmple DCDE Server only configuration running on Win32 platform.

mwl server win32 ofs Wodality Worldist server configuration runming on Win32 platform

print server win32 cfz Print serwer configuration runming on Win32 platform

gr server windzZ.cfr  Query Betrieve server configuration rinting on Win32 platform

store server win3Z. ol Store zerver configuration runmng on Wm32 platform

Show all confiourations, regardless of platform

Back | Home

LAUREL ERIDGE

Figure 3: Examplei List of System Configurations to Start

The OEM can choose whether or not to start apptinatthis way.

The prograndcfstart.plcan be run on the command line to perform the same fun(sien
Section2.4.4); alternatelyan OEM could start individual DCF or other processes in their own
initialization code.

For moreinformation about starting and stopping systemCepter7 (Using DCF System Manager
to control processgs

2.4.3.2. Shutdown DCF Processes
This will request that all programs started usingfiB&rtwith [ ¢ o n link age] sibut down.
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The programicfstop.pl can be run on the command line to perform the same function.

For more information about starting and stopping system€lsagter7 (Using DCF System Manager
to control processgs

2.4.3.3. Clear Log Files

Delete log files for processes that are not running, and truncate log files for processes that are running,
or for which the state of the writing process is not known (the .out.log files for example haepaot
not have a process id in their name).

2.4.3.4. View Log Files

The files in the directorgDCF_USER_ROOT/tmp/log will be listed.(See the example fhigure4

below.) If the process associated with a log file is currently alive wiibbe noted.If the log file

contains any errorshatfactwill also be noted since parsing the files for errors may take a long time

if the files are large, you can click the checkbox at the top of the page to disable the parsing of the files
and sged up the operatioflicking on a file will allow a single log file to be viewed in the browser.

If you are using the standard DCF logging components, there will be three types of log files that a
created in the log directorpll of these files havehe same formdiut are produced in different

manners. Each process starteditigtat has a | og file with the exte
contains the standard output of the program. Only output that was explicitly written to the standard
output willappear here. Typically, this file will be empty or nearly empty. The files with the extension

A. <pi d>. |teedggeroutputtfor thenprogram with the given process id. The file system.log
contains the output of the log server process, which ntayve messages from multiple processes.

The default or reference implementation LOG adaptewell as thelog_server process, write log

files as plain textOnly when a file is selected for viewing is it formatted as html. Several features are
availablewhile viewing log files. Many of the fields in the log header messages are displayed as html
hyperlinks. Clicking on this field will create a filtered display of the log file. For example, clicking on
the threadd field in a message header wiltigplaythe log showing only messages from that thread.
Clicking on the component name willdisplay the log showing only messages from that component. A
link is available to returto the ufiltered log file.

If a process is running, it may be adding to itsfigwhile you are viewing it. If you think there may
be more text available, click the refresh reloadpage button on your browser.
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Log Files

Select one of the lﬂg files: Ditectory: C\Program Files\DCF-3.3 de\tmpilog
{Files are listed newest to oldest.) Parse files for Errors

systemn. 0.log (0.71 Eb)

def store sep 001.0.1og (0.35 Kb (process is actrve)

def store sep 001 cutlog (0.00 EB)

error.0log (0.22 Eb)

DLOG Server. 001 cutlog (030 ER)

DLOG Server.001.01og (0.38 Kb

DCDE Server.001.01og (0.40 Eb) (process 1s active)

DCDE Server.001. outlog (0.00 Kbk

clean archives.outlog (1.53 Eb)

Figure 4: Examplei Partial List of Log Files

2.4.3.5. View DCF Real-Time Log

Start the reatime log viewer applet. This is a Jaapplet that runs on the browsard receives text
from the log server process. All messages sethiettmg server are forwarded to the log viewer.

DCF Real-Time Log

[ INFO 2005411710 09:56:07.445 deof_echo_scp.001l/cpp_lib/DCS thrd=65541 unknown: ] tall|
Configuration for this association will be: /procs/dcf_echo_scp.001

[ INFO 2005411710 0%9:56:07.448 dof_echo_scp.001l/cpp_ lib/DCS thrd=65541 unknowmn: ]
beginhssociation: creating VerificationscP

[ INFO 2005411710 09:56:07.652 dof_echo_scp.001l/cpp_lib/DCS thrd=65541 unknown: ]
ferificationServer: endissociation

[ INFO 2005411710 09:56:52.397 dof_store_scp.00l/cpp_lib/DCE thrd=65541 unknown: ]
Configquration for this association will be: /fapps/Store3CP/StoreS3CPL

[ INFO 2005411710 09:56:52.401 dof store scp.001l/cpp lib/D35 thrd=65541 unknown: ]
beginhssociation: creating StorelCP

[ INFO 2005411710 09:56:52.412 def_store_scp.00l/cpp_lib/DCS thrd=65541 unknown: ]
beginAssociation: creating VerificationiCP

[ INFO 2005411710 09:56:53.444 deof_store_scp.001l/cpp_lib /D35 thrd=65541 unknown: ]
Storelferver: enddssociation

[ INFO Z005/11/10 09:56:53.448 dof store scp.00l/cpp lib/DC3 thrd=65541 unknown: ]
WerificationServer: endAssociation

Close window
19952005 LAUREL BRIDGE

Figure 5: DCF RealTime Log ScreenExample

DCF - Developers Guide Copyright2011, Laurel Bridge Software, Inc. All Rights Reserved v 2.39



Page24

Note: The RealTime Log is a Java applet. You will need to have Java installed to run the applet. See
Appendix H: Section5, Java Applet Issud®r information on possible afet issues.

2.4.3.6. View/Edit Configuration Files

View or edit objects in the CDS (Configuration Data Services) repository. The CDS is the facility in
DCF for managing configuration data. CDS configuration data is stored in the file system under the
directory:$DCF_USER_ROOT/cfg(a.k.a. $DCF_CFG)This interface allows you access to all the
configuration files used by the DCF and its components. Use of this interface is recommended
primarily for advanced users who are familiar with the DCF and its compongttisgra arenanyfiles

and each file has many configuration attributes irffor information on presenting a simplified view
of the configuration attributes, sé@pendix H: Customizing the DCIRemoteService Interfacg

DCF Configuration Viewer

Help Back | Home

Contract all | Expand afl MWode @ View | ©Edit

- 1 i

------ D confiz all servers winid. cfio
[ systeminfo

; fapps

fcomponents

fdicom

fprocs

feyatermns

ftest

Mrp

il el
coeeeen

Back | Home
19992007 LAUREL ERIDGE

Figure 6: DCF Configuration Viewer Screen Example
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2.4.3.7. View DCF Online Documentation

This link leads to the online documentation page.

DCF Documentation

Click on a link to wiew the corresponding document.

DCF v.3.3.5a Documentation

2 19902009 LAUREL BRIDGE

Eelease notes
Applications DICOM Drocuments
TTzer Guides Conformance Documents
C++ Components Java Components C# Components
Domyaen Javadot | Doxven Domyaen
Exzamples Ezatnples Exzamples
DICOM Data Dictionary
Back | Home

Figure 7: DCF Documentation Sceen Example

Thetypical itemslistedunder that page are:

)l

1
1
1

= —a —a -

Release Note$ the release notes document for the current release
Applications i man page style docs which are generated for each DCF application

User Guidesi tech notegnd other higher level doments

Page25

Dicom Documentsi these are references to beeom standard and possibly other information.

They are provided as a convenience.

or some other PDF viewer must be accessible by the browser.

Conformance Documents these are copies of sample documents that may be used as the basis

These

for preparing a custodicom statement for a device or application. Theowm Standard,
Chapter 2, provides the definitive examples for preparidgcam Conformare Statement.

C++ Componentsi generéed documents for C++ librari¢€++ Toolkits)
Java Components generated documents for Java libraries (Java Toolkits)
C# Componentsi generated documents for C#.net assemfGeésT oolkitg

Dicom Data Dictionary i Sekecting this link will display an autgeneratedicom data

dictionarybased on the current configuration on the system

Component dcumentation for C++Java C# andotherapplications is generated using the Doxygen
program. Java documentatioraisocreded using Javadoc.
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2.4.3.8. Set Debug Flags
This allows debugging or verbosity settings to be adjusted for applications. Debug flags are a special

type of configuration data that are defined for eagplication;they are typically used to control
logging verbositybut may also be used to enable special operating modes.

Set Debug Flags

=elect an action

set Application Debug Flags

These will take effect the nesdt time the selected application is run
wet application debug flags

Set Process Debug Flags

These will affect the selected process immediately
set process debug flags

Baclk | Home

B 19992007 LAUREL ERIDGE

Figure 8: DCF Set Debug Flags Screen Example

Two selections are under the set debug flags $akapplication debug flags andSet

process debug flags . The first will sae configuration data under tfepps CDS hierarchy. Any
program can be adjusted here and the settings will take effect the next time that program is run. The
second option allows you to make changes tdgploes CDS hierarchy. Only programs that are

currently running can be adjusted here. Changes will take effenediately;the process does not need

to be restarted. This can prove valuable when it is desirable to adjust the logging verbosity of a server,
but the server cannot be shutdown or restartéuedime.

Eitherof the twofi 8t DebugFlags selectiors prints a list of applications or processes (an application

that is running) seeFigure9 below. Selecting an application or process will take you to a page which
prints tre list of library components contained by that applicatstiown below irFigure10. Selecting

one of the components will take you to a page that lists the available debug settings for that component.
Debug settings for componantan be adjusted independeritlyeeFigure11 below. This can prove

valuable when it is desirable to have verbose output fmeencomponerttut not from the others(See
Appendix H: Customizing the DCIRemoteService Interfacéor information on presenting a simpler
interface for modifying the debug flays
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Set Debug Flags
Back | Home
Select one of the following processes: [ Sort: ® Chronologically | © Alphabetically |
|NDCDS Server 001 |(instance of fapps/defaults/NDCDS_Server)
|EX nstore scp. 001 |(insta.nce of fapps/defaultsfex_nstore_scp)
=et Debug Flags EBack | Home
@ 1999-2009 LAUREL BRIDGE

Figure 9:Set Debug Flags Examplé List of Running Processes

o)
Set Debug Flags
Back | Home
Process: /procs/ex_nstore_scp.001
Select one of the following components: [ Sort @ Chronologically | © Alphabetically |
| cs WhLOG a |LOG Client Adapter - C# reference implementation of DCF LOGClient intetface
| cs IbDCFE |DICOM Connectivity Framework Common Services (also contains CD3, APC, and LOG interfaces)
| cs WhAPC a |App]ic ation Control & dapter - C# reference implementation of DCF.AppControl interface
|Cs ihDiCE |DICOM Core Services C# class library
|Cs hDEE |DICOM Store Services C# class lbrary
|Cs ib/TDS |DICOM Diata Service library - C# interface to store/tetrieve/search mass store services for DICOM ohjects
|Cs ib/TDE a |DICOM Diata Setvice s lbrary - C# interface to store/retrieve/search mass store services for DICOM objects
| cg Wb/CDE a |C onfiguration Data Service Adapter - cs reference implementation of CD3 intetface
| cg WbMDCDE |C onfiguration Data Service Adapter - cs reference implementation of CD3 intetface
|Cs applex nstore scp |CS server app that demonstrates use of StoreBerver and Dicom3CP in DCS lib
Set Debug Flags Back | Home
12 19992009 LAUREL BERIDGE

Figure 10: Set Debug Flags examplé List of Components in C# Store SCP

DCF - Developers Guide Copyright2011, Laurel Bridge Software, Inc. All Rights Reserved v 2.39



Page28

Back | Home

o [ show object constructors [df SHOW CONSTRUCTORS]

o [ show object destructors [¢f SHOW DESTRUCTORS]

o [ show general flow [¢f_SHOW _GENERAL FLOW]

o [ sirulate external devices [df SIMULATE_HARDWARE]

o [ show confisuration information [df SHOW CFG_INFO]

¢ [ show exceptions before throwing [df SHOW EXC_THROW]

o [ show ACSE pdu data [df DUMP_ACSE]

o [ chow PDATA pdu summary [df DUMP_PDATA]

o [ show PDATA pdu data (can be very verbose) [df DUMP_PDATA VERBOSE]

o [ show DIMSE message reads [df SHOW DIMSE READ]

o [ show DIMSE message writes [df_SHOW _DIMSE_WRITE]

o [ show tepfip network related debugging [df TCP_NETWORK)

o [ show encapsulated transfer syntax codec debugging [df COMPRESSION]

¢ [ show various werbose debug messages [df YERBOSE]

o [ trace association idle timeout logic [df IDLE_TIMERS]

o [ chow multi-threaded message queue debugging [4f MESSAGE QUEUES]

o [ trace data-set/dimse-message filtering [df FILTERS]

o [ show detailed information while reading or writing data sets [df VEREOSE_DICOM I0]
o [ Force association rejection with transient status for testing [4f REIECT TRANSIENT]

e [ Force association rejection with permanent status for testing [4f_RETECT PERMANENT]

set Debug Flags Back | Home

LALREL BRIDGE

Figure 11: Set Debug Flags Examplé List of Debug Flags in the DCS Component

2.4.3.9. Configure [DCF system config name]

This providesonvenient aaess taa simplified view into the configuration data for the currently

selected systemonfiguration Each application may have a large configuration file that is created by
combining copies of each subcomponatothédeslitecc onf i g
(SeeAppendix H: Customizing the DCIRemoteService Interfacéor information on this option and

creating your own customized configuration screen.)
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Server Configurations

Back | Home

NDCDS_Server.001

5 Wlax number of log fles (-1 for no linit)
3000 Wax size (KB) per log file {-1 for no lirmut)

ex_nstore_scp.001

2000 TCP Port
0.0.0.0 Server Host IP Address to listen for DICOM connections (for multi-homed hosts)

32 Mlazimum number of concurrent associations (1-1024)
600 Association 1dle timeout (seconds)

15 First PD1T read tuneout (seconds)

5 Max number of log files (-1 for ne Limit)

3000 Max size (EB) per log file (-1 for no limit)

You must restart the DCF servers for any changes to take effect.
Changes to the TUF paris used by applications may require modifications to your fireveall setfings.

Back | Home
115952009 LAUREL BRIDGE

Figure 12 Modifying the Server Configuration

2.4.3.10. Edit Global Filter Sets

This option accesses an interface that allows the user tDiedi1 Filter Sets.

DCF Global Filter Set Editor

Filter Sets
exarmple_filker.cfg
exarmple_set
kest_CSkore_error.cfg
kest_ZStore_warning.chg

kest_Filter_delay.chg

Close wimndow
219903007 LAUREL ERIDGE

Figure 13: DCF Global Filter Set Editor Screen Example

A DicomElem ent Filter is used to modifypicom elements in a DIMSE message. For example, you
can specify that a certain tag is always changed to another value or that the data element with a
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particular tag is removed from the message. Many ways tthe®écomElement Filter are
providedand not all are detailed here.

TheDicomElement Filter hasfive versionsT he f Copy Falldws ywu to opy edlemeniso n
in a DI MSE mes s ag ewilrembve eldmerdfion & neesskgevhile tha 0

iAdd/ Re p | wilcadd oFreplaceelenmientsinamessageand t he AModi fy Fil
modify the data in a DIMSE message via regular expressitiedithv er si on, AEIl ement
allows you to do albf these things. As thig@th is the most generalsi basic functionality is described

here, with the understanding that these descriptions apply to the other options, each of which has a
subset of these capabilities.

ThefiElement Filter (fullp hassix tables each displaying a list of elements. Theseai&srare checked
against the elements in a message and applied accordingly to the rule for the section where they are
listed. (As you enter data into the filter's fields, please note thatilteeare applied tofio-bottom

That is, the results of the dirfilter's actions are passed to the next filter, e.g., the results of the elements
that are copied will then be processed through the list of elements that are to be removed, etc.)

Elements may be:

1 matched

copied

removed

removed if null
added and/or rdgced
1 edited and moved

The various types ddicomElement Filter  have subsets of these capabilities; for example, the Copy
Filter will only include the capability to copy data.

= =4 4 =

The Mapping List FiltefDicomMappingListFilter ) is a specialized and more advadwersion of

the Add/Replace Filter. It provides an efficient way to match a large number of possible values for a
particular attribute (key tag) and then add/replace one or more elements, depending on the key tag value
(or values}hat is matched.

The Rxel Value Shift Filter(PixelValueShiftFilter ) can be used to shift the bits in pixel data
values left or right, for image data manipulation. (This filter is primarily used in unit/integration tests
for dataset and DIMSEmMessage filtering, but it is @lsavailable for real world image data
manipulation.)

The Pad Value Filter (PadValueFilter) can be used to pad a string value with a null, a space character,
or a useispecified character until the string is a given length. For example, you can makestie t
Accession Number is a certain length and has leading zeroes, or make sure that the Patient Name is
padded with spaces until it is a certain length.

Note: The Filter Set Editor is a Java applet. You will need to have Java installed to run éte Sppl
Appendix H: Section5, Java Applet Issuder information on possible applet issues.

2.4.4. The DCF Command-line Operation

It is possible to run DCF examples without mimg Apacheandwithoutusing the wekbased service
interface A webserviceinterfaceis provided as simple way to start/stop the servers that are used by
the DCE it also provides a convenient way to acassumentation, configure applications or
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compnents,etcBut it i s not necessary for the DCFOs
can start and stop DCF components from the command line.

Look in the¥®CF_ROO%cfg/systems  subdirectoryyou will see the configuration fileend scripts
thatare used tatart various DCF servers and applicatiombese configurations can be used without
the web interface as follows:

To fAStar t oromaWinddweDCE @mnaad pfomptype

perl 1S dcfstart .pl - cfgfile "%DCF_CFG%/systems/config_f ile_name "
-or-

perl 1S dcfrestart.pl - cfgfile "%DCF_CFG%/systems/config_file_name"
Example:

perl TS dcfrestart.pl - cfgfile "%DCF_CFG%/systems/store_server_win32.cfg"

To stop theunningservers, you would type & dcfstop command atDCF Command Bmpt:
perl TS dcfstop.pl

This sort ofcommonactivity is oftendone more easily throughe webserviceinterface, which i®ne
reasorthat option isprovided

Note that similar commands may be used under WindoWslbX OSes syntax changes slightly for
path and environment variablgpecification

For more information about starting and stopping system€lsagter7 (Using DCF System Manager
to control processgs

(Appendix D: Section1.2shows an example sfaring a configuration of DCF servers from the
command line to run a Java app from the command line.)

(Appendix G: has helpful information about invoking tRerl interpreter.)

2.5. Using Multiple Versions of the DCF

During active development using the DG#eu might find yourself in a situation in which you are
using multiple versions of theolkit. For example, you might be doing maintenainesech as bug

fixingT on a product built with one version of the DCF, and doing development on a new product that

uses another version of the DCEis generally not a problem to develapd testwith multiple
versions of the DCF.

2.5.1. UNIX

On UNIX systems, the OS itself septes the installations and their environments, providiagrete
development environments for each version of the DCF.

2.5.2. Windows

For Windows platforms the situationgghtly more complicated After DCF version 3.2.0fis
possible to install multiplgersions of the DCF on a Windows box and have them operate separately
and discretely.
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DCF versions 3.2.0 and later can be instadiedcurrently on a single systerior example, you can
have DCF 3.2.0 and DCF 3.2.2 installed on the samé toery will be installedn parallelseparate
directoriesn Program Files and will have parallel options on tl&art menu. You can also
install DCF 3.2.0 (or later) alongsidesingle copy of anlder version of the DCF, e.g., you can have
both DCF 2.8.8 and DCF2 since they will be installed in paralkdparatelirectories.

Please note that you cant use theDCF installer to install multiple copies of older versions of
the DCF (before DCF 3.2.0) at the same time on a Windggtem If you attempt this, theecond
copy will overwrite the previous copy, and you will be unabladcesshe Start menu option®r
otherwise uséhe previous copy.

Certainly he safest approach to developing and testing with multiple versions of the DCF is to install
each versiomn its owndedicatedsystem. Certain library components that are used by C# applications
may presendifficulties, usually when a wrong version has been unregistered by the operating system.

2.5.3. Testing

To test an application built on a box with multiplesiens of the DCF installed, you just need to make

sure that you are using the correct environment variables that refer to theSetfiRg the environment

is done most easilyy selecting he ADCF Command PStatmménoforthept i on o1
desiredversion of the DCF this action correctlysets the environment uséa all commandghatare

run insidethat command promptindow.

2.6. Windows x86 vs. x64

TheDCEF is available in a 68it (x64) and 32bit (x86) versions. The x86 version of DCF can be used

by a developer on a Windows x64 Operating System. However, .NET projects built with x86 DCF
must have the target machine architecture set
development machine.

If you took your AnyCPU .NET projegtvhich was built on x640S) and ran it on a x86 machine, it

would work. Whercompiling on ax64 development machine and the target platform is AnyCPU, then

you are always going to run the-6# CLR even if you launch your .NET app from theldp

command shell The AnyCPU .NET projedhat is referencing x86 DCF .NET assemblies, it will fail

when run. This is because DCF uses I N_PROC COI
projects target téix860 you effectively are forcing th32bit CLR to run, which meansny native

COM objects hat were compiled for x86 will runThe .NET project would run if deployed to a

Windows x86 Operating System.

If you want to target x64 Windows Operating systems, use a x64 DCF toshete all thenative
code iscompiled for x64.
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3. Dicom Programming Overview

The DCF supportBicom programming using numerous components, which are available to
programmers on various platformsing various languages. Mdsicom programmers will interact
with the classedescribed irthis chapter

For specificand detailegexamples of using thestassesn C++, Javaand C#, see the language
specificchapters and associatexamples, or the various example source &lad their associated
online documentatioimcluded with the DCFalkit installation

Beyond the examples in the language chaptitisis guide the complete working source code for
examples of commoBIicom integration tasks are found in the followimgtallationdirectories:

C++: $DCF_ROOT/devel/csrc/com/lbs/example s
Java: $DCF_ROOT/develljsrc/com/Ibs/examples
C#: $DCF_ROOT/devel/cssrc/com/Ibs/examples

For additional information,ee also Chapté&di The DCF Development Environment

Refer tothe Dicom StandargdChapter4for Dicom service class specifications:

A Service Class Specification defines a group of one or more SOP Classes related to a
specific function which is to be accomplished by communicating Application Entities. A
Service Class Specification aldefines rules which allow implementations to state some
pre-defined level of conformance to one or more SOP Classes. Applications may conform
to SOP Classes as either a Service Class User (SCU) or Service Class Provider (SCP).

Note: Such interaction betwe@eer Application Entities work on a ‘client/server model.’
The SCU acts as the ‘client,’ while the SCP acts as the 'server'. The SCU/SCP roles are
determined during Association establishment.

3.1. Core DCF Dicom classes

3.1.1. Element related

Classes such @@comEl ement, DicomDataSet , andDicomDataDictionary are found in the
DCS library in various formd=or details, se the online documentation for these classes.

3.1.2. Association Manager

AssociationManager is the daemon fdbicom server side associationsssociationMan  ager
listens to a configurable TCP port for incomidgrom association requestshere can be multiple
AssociationManager objects in a single process, each listening on its own port.

One object that implements the AssociationConfigPolicyManager interfagdenregistered with

an AssociationManager. This object is called at the start of an association. The
AssociationConfigPolicyManager can examine the connection requést§dcRg-PDU) and

determine if the connection should be allowed, and what set tijomation parameters
(DicomSessionSettings in C# and Java) should be used. By default, for each association, the
AssociationManager creates an instance of AssociationAcceptor which handles communications for
that association in a separate thread.
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Objectsthat implement the AssociationListener interface can be registered with an
AssociationManager. Each time an associatioRioom connection starts or ends, each registered
listener is notified. At association startup, for example, an AssociationListeeet ohight create

an SCP object of some type. This object may register as a PresentationContextAcceptor with the
AssociationAcceptor that is handling the connection. If negotiation succeeds, messages for a given
Dicom presentation context are dispatchethappropriate SCP objects. In this way, complex
servers can be created that can handle multiple service classes on a particular connection.

Note: At the time ofthis writing he maximum number of concurrent associations that DCF allows
is 4096. In pratice, system resources will limit your application to adowoncurrent association
count; you will probably run out of eitgr threads or memory before ybit 4096 associations. We
recommend you make the MaxCon@ntAssociationparameter configurabkeom within your
application. Doing so will allow you to adjust it in the field as necessary.

3.2. Verification Service Class

3.2.1. Verification Client (SCU)

The VerificationClient Is used to communicate with Verification 8iee Class providers or
serversVerification service class is used to test connectivity betweeom application entities
( AEO6s)

The user requesterificationClient to connect to the SCP and then sendic6oRequest
DIMSE message. The SCP is expected to respond by sendiiglacRespons®IMSE message
back to the client.

3.2.2. Verification Server (SCP)

VerificationServer provides an implementation of the Verification Service class. When the
verification SOP class is requested, WeeificationServer will create an instance of
VerificationSCP to handle that presentation context on that association.

3.3. Storage-related Service Classes

3.3.1. Store Client (SCU)

TheStoreClient  provides a batch interface for sending collections of images or abients taa
Storage Service Class provider or ser&oreClent makes use of the StoreSCU class for lower
level functions.

Storage servicelass is used to transmit imagasotherDicom objects (SOP instances) to an
archive or other storage device.

3.3.2. Store Server (SCP)

StoreServer  provides an implementation of théoage Service class. When one of the Storage

SOP classes is request&threServer  will create an instance &toreSCP to handle that

presentation context on that association. The SOP classes that will be accepted can be configured or
a per association bgs.
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StoreServer  receives SOP instances from a Store SCU.

TheDicomDataService::storeObject() method is invoked for each image that is received.
By providing aDicomDataService  adapter, an OEM can see every image/object that is received,
without needingd be involved with the details involved with handling concuriaotm

associations.

3.3.3. Storage Commitment Server (SCP)
For Java and C#:

The StoreCommitSCP, StoreCommitServer provide the services described belimvthe
Dicom Storage Commitment Push Model SCI&ss See the online docs for additional details.

Overview br C++:

StorageCommitmentServer ~ provides an implementation of the Storage Commitment
Service class. When the Storage Commitment SOP class is requesteM{@eslonly),
StorageCommitmentServer  will create an instance &torageCommitmentSCP  to handle
that presentation context on that association.

It receives Commitment requests from a Storage commitment SCU.

TheDicomDataService::commitRequestReceived() method will be invoked when an
N-Action-Request DIMSE message is received from the SCU.

TheacceptStorageCommitment() method can be invoked on

StorageCommitmentServer  to forward "comm#icompleted” messages back to the
requesting SCU. If the SCU is still connected, and the configuration allosvis;Bvent
ReportRequest message will be sent to the SCU over the same association. Otherwise,
StorageCommitmentServer  (or StorageCommitmentSCP ) will create a new association on
which to send the notification.

3.3.4. Storage Commitment Client (SCU)
For Java and £

The StoreCommitSCU provides the services descrideelow. See the online docs for
additional details.

Overview for C++:

The StorageCommitmentClient is used to communicate with Storage Commitment Service
Class providers or servers.

Storage Commitment sece class is used to allow one device to request that another device
accept long term storage responsibility for images or other SOP instances.

TheDicomDataService::commitRequestSent (0 method will be invoked once for each
SOP instance that was referenaedn outbound MAction-Request DIMSE message.

TheDicomDataService::commitRequestAcknowledged (0 method will be invoked when
the N-Action-Response DIMSE message is received from the SCP.
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3.3.5. Storage Commitment Client Agent
For Java and C#:

The StoreCommitSCUA gent, StoreCommitSCUAgentMessageHandler provide the
services described below. See the online docs for additional details.

Overview for C++:

The StorageCommitmentClientAgent Is used receive storage commitment
acknowledgements from a Storage Commitment 8er@lass provider or server. Note that this
is the unusual case Dicom where the SCU is also the association accepter.

TheDicomDataService::commitRequestCompleted () method will be invoked when an
N-EventReportRequest DIMSE message is received from3Ge.

3.4. Query/Retrieve (Q/R) Service Class

3.4.1. Q/R Client (SCU)
The QRSCUIis used to communicate with Query Retrieve Service Class providers or servers.

Query Retrieve service class is used to query some type of a database for images or other SOP
instances. Thesobjects may be retrieved using @0ve request (in which case the Q/R server
functions as a Storage client, and sends images to the requesta toird party over a new
association), or a<Get request, in which case the images are transmittedd&uol requestor over
the same association.

The Query is created from a data set provided directly by the user that is combined with elements
from an optional query configuration file.

The user can choose to receive responses either all at once, iordssthey arrive, by providing
an implementation of theicomQueryListener interface (C++), or bymplementing the
QueryListener interface(Java,C#).

In addition to sending DIMSE responses to-M@ve-Request, the SCP sends requested instances

to a Stoage service class SCP over a new association. That store SCP may be on the same host as
theQueryRetrieve client. Currently, support forGet inQRSCUSs disabledn the C++ version

Contact Laurel Bridge Software if you wish to use this functionality.

A QRSCuiser can also provideGicomDataService  adapter that is invoked each time the local
StoreServer receives an image.

3.4.2. Q/R Server (SCP)

QRServer provides an implementation of the Query Retrieve Service class. When one of the Query
Retrieve SOP classesrequestedQRServer will create an instance @dRSCRo handle that

presentation context on that association. The SOP classes that will be accepted can be configured or
a per association basis.

QRServer receiveLC-Find, GMove or GGet requests and s#siresponses. ForKove and C
Get requests, matching instances are sentwgraClient , to a remote Store SCP.
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QRServer usestheDDS::DicomDataService interface to communicate with the data base
provider. The OEM typically provides a custom implementabfDicomDataService , which
searches their database. ThieomDataService  adapter implements thHadObjects()

methods. These methods take a query identii®identifier ), and return either a list of
matching data sets, or references to matching iostain mass storageRSCRakes that
information and forms the appropriate DIMSE response messages, sfotéQlient  requests.

3.5. Modality Worklist Service Class

3.5.1. MWL SCU

The MWBCUis used to communicate with Modality Worklist (or General Purpose Worlst)ice
Class providers or servers.

The Modality Worklist service class is similar to Query/Retrieve in thBind-Request DIMSE

messages are sent to find objects on the server and matching objects are returned in one-or more C

Find-Response messagesisitlifferentfrom Query/Retrievén that different SOP classes are
requested and only thend operation is supported.

You canalsouse theWLSCUlass forGeneral Purposé/orklist by setting the SOP class UID in
your Association Info object to GeneRirpose Worklist.

There aralsoexamples in the C# examplésectorycalledex_nmwl_scu and in Java examples
calledex_jmwl_ scu thatmay be modifiedo do GPWorklist instead of MW.LThere are high

level GP objects in the LaurelBridge.DIS namespaceT.d@élkit) such as
GPPerformedProcedureStep.cs, GPScheduledProcedureStep.cs,

GPWorklistitem.cs that wrap up some of the IOD modules that may be needed for General
Purpose Worklist.

3.5.2. MWL Server (SCP)

MWLServer provides an implementation of the Modality Wisk (or General Purpose Worklist)
Service class. When one of the Worklist SOP classes is requegteéServer will create an

instance oMWLSCHRo handle that presentation context on that association. The SOP classes that
will be accepted can be configdren a per association basis.

This is similar toQRServer , except that different SOP classes are requested, and onlyRihe C
operation is supporteMWLServer is easily customized by providingbdcomDataService
implementation.

3.6. Modality Performed Procedure Step Service Class

3.6.1. MPPS Client (SCU)

TheMPPSCUIs used to communicate with Modality Performed Procedure Step Service Class
providers or servers.
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MPPSSCureates and updates instances of Modality Performed Procedure Step objects. It sends N
Create andN-Set DIMSE messages to an MPPS SCP or server. The user instridBEPh8Clio

connect to the SCP, and usesrihset() andn_create() = methods to send the appropriate

DIMSE messages.

3.6.2. MPPS Server (SCP)

MPPSServer provides an implementation of the ModglRerformed Procedure Step Service class.
When the MPPS SOP class is requediRSServer will create an instance o(iPPSSCRo

handle that presentation context on that association. The SOP classes that will be accepted can be
configured on a per assocda@t basis.

MPPSServer is easily customized by providingddcomDataService — implementation.

MPPSServer receives NSet and NCreate DIMSE messages from MPPS SCUs. The
DicomDataService interface is used to forward these requests to the server applicatiamserhe
provides eDicomDataService  adapter. When MCreate is received, the
DicomDataService::storeObject() method is invoked. When-Set is received,
DicomDataService::updateObject() is invoked.

3.7. Print Service Class

3.7.1. Print Client (SCU)

PrintClient provides &atch job interface to allow clients to spedifycom print requests in a
simplified structured manner. The user provides a full description of the print folmtOlient
PrintClient then handles the complexities of sending the various DIMSE requesagesso
complete the job.

The user can provide an implementation ofRhetClientListener interface, which will be
called each time either tiReinter ~ or Print Job status changes.

3.7.2. Print Server (SCP) i (C++ only)

PrintServer  provides an implementation tife Print Service class. When one of the Print SOP
classes is requeste@tjntServer  will create an instance &FintSCP to handle the Print

Management met8ORclass or the Printer SOP class. The SOP classes that will be accepted can be
configured on a@r association basis.

ThePrintServer  class handles all complexities of thecomp r i nt pr ot ocol from
perspective. After the various DIMSE message transactions (which describe one or more films)

have been completedrintServer  forwards the coposite print job information to an

implementation of the Printer interface. The implementation of the Printer interface communicates
status information back to PrintServer via EiaterListener andPrintJobListener

interfaces.
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3.8. Dicowm File (Media Storage) Services

3.8.1. Dicowm File Set Reader (FSR role)

TheDicom DirectoryRecord andDicomDir classes along witbicomFilelnput provide
read functionality foDicowm File Sets, as defined PPart 10 of the standard. This amounts to
reading a DICOMDIR file.

3.8.2. Dicowm File Set Creator and Updater (FSC and FSU roles)

TheDicomDirectoryRecord andDicomDir classes along witbicomFileOutput ~ provide
write and update functionality f@icom File Sets, as defined fPart 10 of the standard. This
amounts to creating and updating ECDMDIR file.
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